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ABSTRACT:
A promising technology which has faced a variety of challenges and resulted in a range of applications is a
wireless sensor networks. To perform distributed sensing tasks, wireless sensor network is usually composed of a
large number of sensor nodes which are interconnected through wireless links. A serious threat to wireless sensor
network is injecting false data attack, for which an adversary reports false information to sink causing error decision
at upper level and energy waste in en-route nodes. In this paper, for filtering injected false data we propose a novel
bandwidth-efficient cooperative authentication (BECAN) scheme. Based on the cooperative bit compressed
authentication technique and random graph characteristics of sensor node deployment, the proposed BECAN
scheme can save energy by early detecting and filtering the majority of injected false data with minor extra
overheads at the en-route nodes. Moreover, a very small fraction of injected false data needs to be checked by the
sink, so that it reduces the burden of the sink. The effectiveness of the proposed scheme in terms of high filtering
probability and energy saving can be demonstrated by both imaginary and simulation results. Keywords: Forged
Data, BECAN, Filtering Injecting, Wireless Sensor Networks, En-routed Nodes, Sink.
1. INTRODUCTION:
Wireless sensor network is a promising
technology that has resulted in a variety of
applications such as health care, medical diagnostics;
military surveillance and emergency response have
been deploying such networks as their main
monitoring framework [1] [2]. A sensor network
must not only report each significant result promptly,
but also reject false reports injected by attackers [3].
To provide node and message authentication for
sensor networks to prevent false report injection by
an outside attacker have been projected in our latest
research. In addition to cause fake alarms that can
waste real-world response effort, false reports can
exhaust the finite amount of energy resource in a
battery powered network [4] [5]. However, when any
single node is compromised then these proposed
security mechanisms are rendered ineffective [6]. An
adversary first compromises several sensor nodes and
accesses all important materials stored in the nodes
which is shown in fig 1, and then controls these
nodes to inject false information and send the
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counterfeit data to the sink to cause upper-level error
decision and energy wasted in en-route nodes for an
injecting false data attack [7] [8]. The expensive
resources will be wasted by sending rescue workers
to a non-existing or wrong wildfire location by
making an adversary a wildfire event or by reporting
wrong wildfire location information to the sink.

Fig 1: Cluster Based Wireless Sensor Network
Hence, it is crucial to filter the forged data
as correctly as possible in wireless sensor networks
and if all false data are flooding into the sink
concurrently at the same time, then not only huge
energy will be wasted in the en-route nodes, but also
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heavy authentication burdens will definitely fall on
the sink and the whole network could be paralyzed
quickly at the end [8] [9] [10]. Therefore, to mitigate
the energy waste, filtering false data should also be
executed as early as possible and some false data
filtering mechanisms have been developed to tackle
this challenging issue [11]. Since the symmetric key
technique is the most used filtering mechanisms, it is
hard to identify the node once a node is compromised
[12] [13]. However, the compromised node can
misuse its keys to generate false reports, and
consistency of the filtering mechanisms will be
corrupted. A novel bandwidth – efficient cooperative
authentication (BECAN) scheme for filtering injected
false data in wireless sensor networks is proposed in
this paper [14] [15].
2. SECURITY MODEL FOR FALSE
DATA ATTACKS:
The BECAN scheme achieves not only high
filtering probability but also high reliability
compared with the previously reported mechanisms
[16]. The three main contributions of this paper are:
First, the probability of k-neighbors is estimated and
provides the necessary condition for BECAN
authentication and also the random graph
characteristics of wireless sensor node deployment
will be examined [17] [18]. Second, to filter the
injected false data with cooperative bit-compressed
authentication technique we propose a BECAN
scheme. The injected false data can be early detected
and filtered by the en-route sensor nodes with the
proposed mechanism and the accompanied
authentication information is bandwidth-efficient
[19] [20]. Third, in terms of en-routing filtering
probability and false negative rate on true reports, a
custom Java simulator is developed to demonstrate
the effectiveness of the proposed BECAN scheme.
To degrade the network functionalities, since a
wireless sensor network is unattended a malicious
adversary may readily launch some security attacks.
In addition, sensor nodes are not equipped with
exclusive tamper-proof device and could be simply
compromised in such vulnerable wireless sensor
network due to the low-cost constraints. Therefore,
we assume an adversary A can compromise a fraction
of sensor nodes and obtain their stored keying
materials in our security model. Then, to launch some
67
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injected false data attacks after being controlled and
reprogrammed by the adversary A, these
compromised sensor nodes can collude. By the
compromised sensor nodes in wireless sensor
network our work mainly focuses on filtering injected
forged data attack and launched by other attacks,
such as building false routing information, selectively
reducing true data packet, and creating routing loops
to devastate the energy of network are not addressed
in this paper.
3. DETERMINATION OF GOAL:
For filtering the injected false data an
efficient
cooperative
bandwidth-efficient
authentication scheme is proposed in this paper.
Specially, the two enviable objectives will be
achieved. The sink is a influential data collection
device. Nevertheless, the ink
undoubtedly becomes a bottleneck if all
authentication tasks are fulfilled at the sink. At the
same times, the sink will surly suffer from the Denial
of Service (DoS) attack if too many injected false
data flood into the sink. Therefore, it is dangerous to
share the validation tasks with the en-route sensor
nodes such that the injected forged data can be
detected and discarded early. The more energy can be
saved in the whole network if the earlier the injected
false data are detected. It is desirable to design a
bandwidth efficient authentication scheme since the
sensor nodes are low-cost and energy constraint.
Newly, a statistical enrooting filtering mechanism
called SEF is proposed and several research works on
bandwidth-efficient filtering of injected false data in
wireless sensor networks have been appeared in the
literature.
4.

RESULTS:

A new stronger gang injecting false data
attack was introduced in wireless sensor networks
which were launched by a gang of negotiation sensor
nodes controlled and moved by an adversary. Several
compromised nodes will initially move and unite at
the source node, and then get together to insert the
false data when a concession source node is ready to
send a false data. For the reason that the mobility of,
the gang injecting false data attack is additional
challenging and hard to resist. To tackle this attack,
the multi-reports technology in BECAN scheme fits
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to the practical approach. Hence the BECAN scheme
can attain high reliability. The BECAN system for
each participating sensor node can make available its
position information. If the existing position is not
consistent with the preceding ones, the gang attack
can be detected. However to prevent the gang
injecting false data attack from mobile compromised
sensor nodes is still worthy of the further
investigation.
5.

CONCLUSION:

In this paper, for filtering the injected false
data we have proposed a new BECAN scheme. The
proposed BECAN scheme can save energy by early
detecting and filtering the majority of injected false
data with minor extra overheads at the en-route
nodes. The effectiveness of the proposed scheme in
terms of high filtering probability and energy saving
is demonstrated by both imaginary and simulation
results. Due to the ease and efficiency, the BECAN
scheme could be applied to other fast and distributed
authentication scenarios. We will explore how to
mitigate the gang injecting false data attack from
mobile compromised sensor nodes in our future
work.
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