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Abstract: With the rapid development of the 

computer technology, cloud-based services have 

become a hot topic. Cloud based services not only 

provide users with convenience, but also bring many 

security issues. Therefore, the study of access control 

scheme to protect users' privacy in cloud environment 

is of great significance. In this paper, we present an 

access control system with privilege separation based 

on privacy protection (PS-ACS). In the PS-ACS 

scheme, we divide the users into personal domain 

(PSD) and public domain (PUD) logically. In the 

PSD, we set read and write access permissions for 

users respectively. The Key-Aggregate Encryption 

(KAE) is exploited to implement the read access 

permission which improves the access efficiency. A 

high degree of patient privacy is guaranteed 

simultaneously by exploiting an Improved Attribute-

based Signature (IABS) which can determine the 

users’ write access. For the users of PUD, a 

hierarchical attribute-based encryption (HABE) is 

applied to avoid the issues of single point of failure 

and complicated key distribution. Function and 

performance testing result shows that the PS-ACS 

scheme can achieve privacy protection in cloud based 

services. 

Index Terms — cloud computing, attribute-based 

encryption, outsource decryption, user revocation, 

collusion attack. 

 

INTRODUCTION 

CLOUD computing is viewed as a prospective 

computing paradigm in which resource is provided as 

administration over the Internet. It has met the 

expanding needs of processing assets and capacity 

assets for a few undertakings because of its focal 

points of economy, scalability, and accessibility. As 

of late, a few distributed storage administrations, for 

example, Microsoft Azure and Google App Engine 

were assembled and can supply clients with scalable 

and dynamic storage.  

With the rapid development of cloud computing, big 

data and public cloud services have been widely 

used. The user can store his data in the cloud service. 

Although cloud computing brings great convenience 

to enterprises and users, the cloud computing security 

has always been a major hazard. For users, it is 

necessary to take full advantage of cloud storage 

service, and also to ensure data privacy. Therefore, 

we need to develop an effective access control 

solution. Since the traditional access control strategy 

[1] cannot effectively solve the security problems that 

exist in data sharing. Data security issues brought by 

data sharing have seriously hindered the development 

of cloud computing, various solutions to achieve 

encryption and decryption of data sharing have been 

proposed. 

To this end, we make the following main 

contributions: 

1. We propose a novel access control system called 

PSACS, which is privilege separation based on 

privacy protection. The system uses Key-Aggregate 

Encryption (KAE) scheme and Hierarchy Attribute-

based Encryption (HABE) scheme to implement read 

access control scheme in the PSD and PUD 

respectively. The KAE scheme greatly improves 

access efficiency and the HABE scheme largely 

reduces the task of a single authority and protects the 

privacy of user data. 

2. Compared with the MAH-ABE scheme which 

does not refer to the write access control, we exploit 

an Improved Attribute-based Signature (IABS) [7-9] 

scheme to enforce write access control in the PSD. In 

this way, the user can pass the cloud server’s 

signature verification without disclosing the identity, 

and successfully modify the file. 

3. We provide a thorough analysis of security and 

complexity of our proposed PS-ACS scheme. The 

functionality and simulation results provide data 

security in acceptable performance impact, and prove 

the feasibility of the scheme. 



IJDCST @ July-Aug-2019, Issue- V-6, I-7, SW-15 
ISSN-2320-7884 (Online)  
ISSN-2321-0257 (Print) 

 

14 www.ijdcst.com 

 

RELATED WORK 

Yu et al. [6] gave a trait based information imparting 

plan to characteristic repudiation capacity. This plan 

was turned out to be secure against picked plaintext 

assaults (CPA) in light of DBDH supposition. In any 

case, the length of ciphertext and client's private key 

are relative to the quantity of traits in the 

characteristic universe. In the key era, encryption and 

unscrambling stages, calculation includes all 

properties in the trait universe. Subsequently, it is 

costly in correspondence and calculation cost for 

clients.  

Tysowski et al. [8] gave a simple strategy to perform 

client repudiation operation by consolidating CP-

ABE with re-encryption. In their plan, every client 

has a place with a gathering and holds a gathering 

mystery key issued by the gathering. Be that as it 

may, their plan does not avoid arrangement assault 

performed by revoked clients participating with 

existing clients. The reason is that every client's 

gathering mystery key is same in a similar gathering. 

The qualities of the renounced clients can be utilized 

by the client in a similar gathering without the 

predetermined traits. Furthermore, we call attention 

to that there is a similar security hazard in the plans 

[7, 9]. 

EXISTING SYSTEM 

Boldyreva et al. [5] given an IBE scheme with 

efficient revocation, which is also suitable for KP-

ABE. In any case, it is uncertain whether their plan is 

reasonable for CP-ABE.  

 

Yu et al. [6] given a property based information 

offering plan to quality renouncement capacity. This 

plan was ended up being secure against picked 

plaintext assaults (CPA) in light of DBDH suspicion. 

Be that as it may, the length of figure content and 

client's private key are relative to the quantity of traits 

in the characteristic universe.  

 

Yu et al. [6] planned a KP-ABE conspire with fine-

grained information get to control. This plan requires 

that the root hub in the get to tree is an AND door 

and one kid isa leaf hub which is related with the fake 

characteristic.  

 

In the current scheme, when a client leaves from a 

client gathering, the gathering supervisor just 

repudiates his gathering mystery key which suggests 

that the client's private key related with 

characteristics is still legitimate. In the event that 

somebody in the gathering deliberately uncovered the 

gathering mystery key to the denied client, he can 

perform decoding operations through his private key. 

To illuminate this assault, a solid example is given. 

Expect that the information is encoded under the 

arrangement "teacher AND cryptography" and the 

gathering open key. Assume that there are two 

clients: user1and user2 whose private keys are related 

with the quality sets {male, educator, cryptography} 

and {male, understudy, cryptography} individually. 

On the off chance that the two are in the gathering 

and hold the gathering mystery key, then user1can 

unscramble the information however user2can't. At 

the point when user1is renounced from the gathering, 

he can't unscramble alone on the grounds that he 

doesn't have the overhauled aggregate mystery key. 

Be that as it may, the traits of user1are not renounced 

and user2 has the upgraded aggregate mystery key. In 

this way, user1can connive with user2 to play out the 

decoding operation. Moreover, security model and 

verification were not given in their scheme [14]. 

 

DISADVANTAGES OF EXISTING SYSTEM 

 It is costly in communication and 

computation cost for clients.  

 

 Unfortunately, ABE scheme requires high 

calculation overhead amid performing 

encryption and unscrambling operations. 

This deformity turns out to be more serious 

for lightweight gadgets because of their 

compelled registering assets.  

 

 There is a major limitation to single-

authority ABE as in IBE. To be specific, 

every client validates him to the expert, 

demonstrates that he has a specific property 

set, and afterward gets mystery key related 

with each of those characteristics. In this 

way, the specialist must be trusted to screen 

every one of the traits. It is unreasonable in 

practice and cumbersome for authority. 

 

PROPOSED SYSTEM: 

             The IABS scheme is employed to achieve the 

write permissions and the separation of read and 

write permissions to protect the privacy of the user's 

identity. In the PUD, we use the HABE scheme to 

avoid the issues of single point of failure and to 
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achieve data sharing. Furthermore, the paper analyzes 

the scheme from security and efficiency, and the 

simulation results are given. By comparing with the 

MAH-ABE scheme, the proposed scheme shows the 

feasibility and superiority to protect the privacy of 

data in cloud-based services. 

                              Data security issues brought by 

data sharing have seriously hindered the development 

of cloud computing, various solutions to achieve 

encryption and decryption of data sharing have been 

proposed 

                              Proposed Key-Aggregate 

Encryption algorithm, effectively shortening the 

length of the ciphertext and the key, but only for the 

situation where the data owner knows the user's 

identity. For example, the owner needs his friends to 

modify his file after he read it. So we proposed the 

write access permission in the PSD. 

 

ADVANTAGES OF PROPOSED SYSTEM: 

 Reduce the heavy computation load on 

clients.  

 

 We outsource the majority of calculation 

load to E-CSP and D-CSP and leave little 

computation cost to local devices.  

 

 Our plan is effective for resource 

constrained devices such as mobile phones. 

Our plan can be utilized as a part of 

distributed storage system that requires the 

capacities of client renouncement and fine-

grained access control. 

 

 

Figure: 1System Architecture 

 

Enhanced key-aggregate cryptosystem (AKAC) 

It is an extension of KAC such that a user can be 

revoked if his credential is expired. A enhanced key-

aggregate encryption scheme consists of seven 

polynomial-time algorithms as Setup, KeyGen, 

Encrypt, Decrypt, and Verify, which are defined as 

follows: 

1.)  The Setup algorithm takes as input a security 

parameter and the maximum number of files. It 

outputs public parameters. 

2.) The key generation algorithm takes as input 

public parameters. It generates a public key and a 

master secret key. 

3.) The encryption algorithm takes as input public 

key, an index denoting the file, a message , and 

public parameters . It outputs a ciphertext. 

4.) The Extract algorithm takes as input the master 

secret key  and a set S of indices corresponding to 

different files, user identity uid, and public 

parameters . It outputs users’ private key. 

5.) The update algorithm takes as input the public 

key, the user revocation set , a ciphertext , and public 

parameters . It outputs an updated ciphertext. 

6.) The decryption algorithm takes as input a 

ciphertext , user private key , the set , an 

index  denoting the ciphertext , the user revocation 

set , and public parameters . If, it outputs the result or 

else outputs . 
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Evaluation Results 

The implementation is done with java programming 

language and JDK 1.8 and mysql as database. The 

encryption and decryption is done with the 

encryption algorithms will increase the accuracy. 

 

 

 

Figure: 2 Upload the file 

 

CONCLUSION 

In this paper, we propose access control system (PS-

ACS), which is privilege separation based on privacy 

protection. Through the analysis of cloud 

environment and the characteristics of the user, we 

divide the users into personal domain (PSD) and 

public domain (PUD) logically. In the PSD, the KAE 

algorithm is applied to implement users read access 

permissions and greatly improved efficiency. The 

IABS scheme is employed to achieve the write 

permissions and the separation of read and write 

permissions to protect the privacy of the user's 

identity. In the PUD, we use the HABE scheme to 

avoid the issues of single point of failure and to 

achieve data sharing. Furthermore, the paper analyzes 

the scheme from security and efficiency, and the 

simulation results are given. By comparing with the 

MAH-ABE scheme, the proposed scheme shows the 

feasibility and superiority to protect the privacy of 

data in cloud-based services. 
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