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A Dynamic system for Suspicious URL detection in Twitter
to recognizeMultiple Redirections
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Abstract: Twitter is a famous social networking and schemes have beertrioduced. Most have focused on

information sharing servicethat allows users to how to collect a largaumber of spam and nespam

exchange mesgeswith very limited characters. accounts and extract tlieatures that can effectively

When Twitter users want to share a URith friends distinguish spam from nespam accounts. To detect

via tweets, they usually use URL shortensggvices spam accounts, some schemesnually analyze the

to reduce the URL length since tweets @amtain collected data [[I [2], some uséhoneypr oyl es t o
only a restricted number of characte®sving to the lure spammers [6], [10], some monittre Twitter
popularity d Twitter, malicioususers f t e n  t r y public finmelhe to detect accounts that poskets

a way to attack it. The most commé@mrms of Web with blacklisted URLs and yet othersonitor

attacks, including spam, scam, phishiagd malware Twitterds ofycial a@spamu nt f o
distribution attacks, have also appearedTavitter. [4].

Because tweets are short in length, attackers use

shortered malicious URLs that redirect Twitter users ~ When Twitter users want to share a Uith friends

to external attack serversA number of static via tweets, they usually use URL shortensggviees
susptious URL detection schemédsve also been [3] to reduce the URL length since tweets cantain
introducedin the area of detecting suspicious URLs, ~ Only a restricted number of characters. bitapd
which cannot identify the multiple redirections of tinyurl.com are widely used services, and Twitter

runtime eféctively. In this paper, we proposeé also provides a shortening service t.ddecause
Dynamic system for Suspicious URL detection in ~ tWeets are short in length, attackers wsé®rtened
Twitter to recognize Multiple Redirectionsistead of malicious URLSs that redirect Twitter usersetxternal

investigating the landing pages of individual URLs in  attack serversMany preliminar)_/ studies [6], [7], rely
each tweet, which may not be successfully fetched, ©On account features including the numbers of

we consideed the dynamic (rusiime) correlations of followers andfriends, account creation dates, URL

URL redirect chains extractefom a number of ratios, and tweetext similarities, with can be

tweets.We collect numerous tweets from the Twitter € f ¥ ¢ i ent | yeaslpfabficatedt e d b ut
public timeline and build us i

a.statistical cl_ass__iL}’éer
. . In this paper, we propodea dynamic Susmio
them. Evaluation results show that odynamic . .
., L %JI?L detgctlon sgt m_ for Twitter. Instead of
cl ascicjuerataly and efycien] s¥ ehﬁ .S SUSPI.CIPLhE.
investigating the landing pages of Individual URLs in
URLs. .
each tweet, which may not be successfully fetched,
Keywords: Twitter, Multiple Redirections, Dynamic we considered correlations of URL redirect chains
URL Redirectioncorrelations extraction. extracted from a number of tweets. Because
attacker ae geneallydimitedamdsneed to
[ Introduction be reused, their URtedirect chains usuglishare the
_ _ . o same URLs. We thefere created a method to detect
Owing to the popularity of Twitter, malicious users  corrdated URL redirecthains using suchédguently

often try to ynd acommon to giakd BFLK By tanalind Mh8 coR@iddd URL

forms of Web attacks, including spam, scam,  regjrect chains and their tweebntext information,
phishing,and malware distribution attacks, have also e discover several features thean be used to
appeared ormwitter. Many Twitter spamdetection classify suspicious URLs. We collected large
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number of twets from the Twitter public timeline

and trained a statistical
c | redirectiogyse rTherefare,

features. The trained
accurateand has low false positives and negatives.

Il. Related work

Many suspicious URL detection schemes have been
proposed. They can be
dynamic detection sysins. Some lightweight static
detection systems focus on the lexical features of a
URL such as its length, the number of dots, acte
token it has [4], and also consider underlyiDilS
and WHOIS information [6 and 7]. More
sophisticated staticdetecton systems, such as
Prophiler B], additionally extract features from
HTML content and JavaScrigbdes to detect drive

by download attacks.

Static detection systems cannot detect wieps
URLs with dynamic content such as obfuscated
JavaScript,Flash, and ActiveX content. Therefore,
we need dynamidetection systemthat use virtual
machinesand instrumented Web browsers for- in
depth analysi®f suspicious URLs. Nevertheless, all
of these detectiorsystems may still fail to detect
suspicious sites witbonditional behaviors.

We consider blackraybansunglasses.com, which
suspicious $€ associated with spam tweefge used
a one pearent of a sampl of tweets collected on
Jan2015 to conduct an idepth analysis of the site
blackraybansunglasses.com has a peggirect.php,
which conditionally redirects users tandom spam
pages.

We also consider a suspicious site 24newspress.net.

We used one percepf the tweet samples collected
on Jan, 2015to conduct an irdegh analysis of the
page Unlike blackraybansunglasses.com,
24newspress.netdoes not perform conditional
redirection to avoidnvestigation. Instead, it uses a
number of IP addresseand domain names for
cloakinglike P& st pdamainagd pux

Multiple redirections: Web pages can embed
several eternal pages and different content.
Therefore, some pagescan cause multiple
redirections. Because our systeaurrently only

considers HTTP redirection and does monsidker

pagtleved sadifeetion, it scanmal catdh emutliples c o v e r

browsers taatch and address multiple redirections.

Coverage and scalability: Currently, our system

only monitors one percent of the samples from the
Twitter public timeline, because our accounts only

¢ | a Rabel thbSpistzeriactds® rol@ duf abcBunts Wekedol 1 €

take on the Gardenhose access notd@ch allows the
processing of 10% of the samples, system could
handle this number of samples in almosal time.
The current implementation, however, cantaindle
100% of the Twitter public timeline. Therefore, we
need to extend WARNINGBIRD to a distributed
detection system, for instance, Monarch [9], to
handle the entir@witter public timeline.

I . Dynamic system for Supicious URL
detection in Twitter

Our goal is to develop dynamic suspicious URL
detection sytem for Twitter that is robust enough to
protect againstonditional redirectionsConsider a
simple example otonditional redirections (Fig.)1l
in which an aticker creates a long URL redirect
chain using a public UREhortening service, such as
bit.ly and t.co,aswelda s t he
redirection servers usetb redirect visitors to a
malicious landing page.

(/»_(—uwlu:‘\.
s cunnot sec i~
Noemal A pm—
Brow ser Malicious
| landing page
Y "ige
Coadithonal tors ) Benign
Redirections wling pag
J ) \
\ Y L - .
Initsad URLs Imersediate Landing
URLs URLs

Figure 1. URL Redirectioexample in twitter

The above example shows that, as investigators, we
me tcAnfdi Rtch the content of malicious landing URLS,
because attackers do not reveal them to us. We also
cannot rely on the initial URLs, as attackers can

generatea large number of diérent initial URLs by
abusingURL shortening services.
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Proposed Dynamic System Architecture: Our Duta Celrine Fesun Evnciee. Trisin
system consists of four components: data collection, 2. &
feature extraiton, training, and c I

Data collection: The data collection component has
two sltbcomponents: the collection of tweets with [ )
URLs and crawling for URL redirections. To collect ]
tweetswith URLs and their context information from [ Cileciey
the Twitter public timeline, this component uses
Twitter Streaming APIsWhenever this component : I
obtainsa tweet with a URL, it executes a crawling o
threadthat follows all redirections of the URL and
looks up the corresponding IP addresses. The

Fig 2.Multi Redirection suspicious URL detection

crawling threadappends these retrieved URL and IP |/, Experiments

chains to the tweehformation and pushes it into a

tweet queue. Our system consists of two Intel Qu&bre Xeon
E55302.40GHz CPUs and 24 GB of main memory.

Feature extraction: The feature extraction To collect the tweets, weused Twitter Streaming

component haghree subcomponents: grouping of  aAp|g[5 11] Ouraccounts have Spritzer access role,

identical domains,ynding entry point URLs, and and thus we carollect about one percent of all

extracting feature vector3.his component monitors tweets from the Twittepublic timeline as sanigs

the tweet queue to determineh et her a s udyy &dtetnNisited all the URLs ithe tweets to

number of tweetsdve beerc ol | ect ed. Sp®&iledthEURL fedirect chains.
our system uses a tweet windawtead of individual

tweets. When more than w tweedse collected,t We used sample tweets collected between September
pops w tweets from the tweet queue. First, for all 2011 and October 2011 to tre
URLs in the w tweets, this component checks modelsand sample tweets collected during August

whetherthey share the gae IP addresses 2011 andduring Novenber 2011 for testing the
o N cl assi yerolder uand nigewer datasets,
Training: The traning component has two respectively. From the trainingataset, we found

subcompaoents: retrieval of account statuses and 183 846 entry point URLs that ppared more than
training of thec | assi yer . Because @ inUevely 18,000 eondedutive sampleeets.

supervised learninglgorithm, the feature vectors for Among them, 156,896 entry point URLS wdrenign
training are relativelyolder than featurevectors for and 26,950 entry point URLs were malicious.

cl assi yc at thetmining Vectors, avd asé

the Twitter account statud)RLs from suspended We also used two test datasets representing past and
accounts are considered malicioushereas URLs future values to evaluate the accuracy of our
from adive accounts are considerddnied cl assi yer . f wlahgrathedtese dataset®

remesent ed past or future vV a
Classi ycTahtei oncl assi ycati ongchieved FdafvBiE Mdh accuracy, and few false
executesouc | assi yer ameivectgrs b n p Upbsitife® and falsenegatives As a result, we
classify susgii ous URLs. When t hecofeliddcdthat duRdiure§ Solild éndufe about one

a number of malicious feature vects. This month time differences.

component fesponding URLs antveet

information as suspious. These URLs, deteetl as We used the {5core to evaluate and compare the
suspicious, will be deliered to security experts or featuresof our scheme [1]1 The Fscore of a feature
more sophisticated dynamianalysis environments representsts degree of discrimination. Features with
for an indepth investigation. large Fscorescan split benign and rfieious samples
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better than feares with small Fscores. The
variations of Fscores andaverage feature vads
show that we need to periadily update our
classiyers t o c opahangng t h
circumstance of Twitter.
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Fig 3. Time allocation chart of main process
execution

V. Conclusion

Conventional suspicious URL detection systems are
in-effective in their protetn against conditiced
rediredion servers that distinguish investigators from
normalbrowsers and redirect them to benign pages to
cloak malicious landing pages. In this paper, we
proposeda newdynamic suspicious URL detection
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