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Abstractd A challenging task in cloud is teduce the
[. INTRODUCTION
amount of storage space and save bandwikitat can

be highly achieved by adopting one of the importalg%IOUd computing - providesapparently indefinite

data compression techniquies eliminating diplicate Avirt uresburceseodusers as sees across the

copies ofrepeating datacalled cata deduplication, whole Internet, while hiding  platform and

and has been widely used in cloud storage to. JTerIementatmn details. Today 0 s cloud

protect the confidentialityof sensitive data while providers offer both highlyavailable storage and

supportingde-duplication, the convergent encryptionrm’lss"v(':'Iy parallel computing resourcas relatively

technique has been proposed to encrym tata low costs. As cloud computinigecomes prevalengn

beforeoutsourcing. To better protect data security, thlgcreasing amount of data is beisgred in the cloud

paper makes the first attempt to formally address tﬁgd shared by users with specifiptvileges, which

problem of authorized datde-duplication. Different define the access rights of the stodada. One critical

from traditional deduplication systems, the challenge of cloud storage serviceshie management

differential privileges of users ararther considered of the everfincreasing volume afata

in duplicate check besides the data itseWe also

present several new <iplication constructions To make data management scalable in cloud

supporting authorized duplicate checkhiybrid cloud computing,de-duplication [l] has been a weknown

architecture. Security analysis demonstrates that 6ﬁth|queand has attracted more and more attention

scheme is secure in term&tbe definitions specified recently. Data deduplication is a specialized data

in the proposedsecurity model. As a proof of Conceptcompression technique for eliminating duplicate

we implement a prototype of our proposed authoriz&dP€S of repeatinglata in storage. The technique is

duplicate check scheme and condutestbed used to improve storagetilization and can also be

experiments using our prototype. We show that 08Pp|ied to network datmansfers to reduce the number

proposed authorized duplieacheck scheme incursof bytes that must bgent. Instead of keeping multiple

minimal overheadompared to normal operations. data copies with thesame content, deupication

eliminates redundant datdy keeping only one

Keywords & Deduplication, authorized dupIicatephySical copy and referring otheedundant data to

check, confidentiality, hybrid cloud that copy. Deduplication can takdace at either the
file level or the block level. For filelevel de
duplication, it eliminates duplicate copiestbé same

file. Deduplication can also take place at the block
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level, which eliminates duplicate blocks of data thauthorized deluplication system, each user is issued a
occur in noridentical files. set of pivileges during system initialization (in
Section 3, we elaborate the definition of a privilege
Although data deluplication brings a lot of benefits, with examples). Each file uploaded to the cloud is also
security and privacy ceo boureledrbg a setrof mivileges 20 spesifg whicldo kind e n s i t
data are susceptible to both insider and outsidefrusers is allowed to perform the duplicate chacd
attacks.Traditional encryption, while providing dataaccess the files. Before submitting his duplicate check
confidentiality, is incompatible with data de request for some file, the user needs to take this file
duplication.  Specifically, traditional encryption and his own privileges as inputs. The user is able to
requires different users &ncrypt their data with #ir  find a duplicate for this file if and only if there is a
own keys. Thus, identicatlata copies of different copy of this file and a mated privilege stored in
users will lead to different ciphertextmaking de cloud. For example, in a company, many different
duplication impossible. Convergeatcryption P] has privileges will be assigned to employees. In order to
been proposed to enforce data confidentialityile save cost and efficiently management, the data will be
making deduplication feasible. It encrygtdecrypts a moved to the storage server provider (SCSP) in the
data copy with a convergent key, whishobtained by public cloud with spedied privileges and the de
computing the cryptographic hash vahfehe content duplication technique will be applied to store only one
of the data copy. After key generatiand data copy of the same file. Because of privacy
encryption, users retain the keys and send thensideration, some files will be encrypted and
ciphertext to the cloud. Since the endrgp operation allowed the duplicate check by employees with
is deterministic and is derived from the data conterdgpecified privileges to realize thecaess control.
identical data copies will generate the samé@&raditional deduplication systems based on
convergent keynd hence the same ciphertext. convergent encryption, although providing
To prevent unauthorizedccess, a secure proof oftonfidentiality to some extent, do not support the
ownership protocold] is alsoneeded to pnade the duplicate check with differential privileges. In other
proof that the user indeed owtiee same file when a words, no differential privileges have been cdesed
duplicate is found. After the proofubsequent usersin the deduplication based on convergent encryption
with the same file will be provided @ointer from the technique. It seems to be contradicted if we want to
server without needing to upload tbame file. A user realize both daluplication and differential
can download the encryptedefilvith the pointer from authorization duplicate check at the same time.
the server, which can only be decryptbg the Contributions
corresponding data owners with their converd@ys. In this paper, aiming at efficiegtkolving the problem
Thus, convergent encryption allows the cloud tof de-duplication with differential privileges in cloud
perform deduplication on the ciphertexts and theomputing, we consider a hybrid cloud architecture
proof of ownership prevents thenauthorized user to consisting of a public cloud and a private cloud.
accesshe file. Unlike existing data deuplication systems, the
However, previous dduplication systems cannotprivate cloud is involved as proxy to allow data
support differential authorization duplicate checlowner/users to securely perform duplicate check with

which is important in many applications. In such adifferential privileges. Such architecture is practical
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and has attracted much attention from researchers. ~ /Aq
4 , / O\
data owners only outsource their data storage P @

utilizing public claud while the data operation is o

system supporting differential duplicate check i S et
Public Cloud

- - o N2 Encrypted Files
managed in private cloud. A new Deduplicatio &
%
: A\\Q\> ;.Q\c

proposed under this hybrid cloud architecture whe

the SCSP resides in the public cloud. The user is on

. iy
allowed to perform th duplicate check for files e
marked with the corresponding privileges. User
Privilege Keys
Il. SYSTEM M ODEL
Hybrid Architecture for Secure Deduplication Private Cloud

. . . . . Figurel Architecture of Authorized Deduplication
At a high level, our setting of interest is an enterprise

network, consisting of a group of affiliated clients (fof he access right to a file is defined based on @fset
example, mployees of a company) who will use thérivileges. The exact definition of a privilege varies
S-CSP and store data with -deplication technique. across applications. For example, we may define a
In this setting, deluplication can be frequently usedole-based privilege [9], [19] according to job
in these settings for data backup and disaster recoveggitions (e.g.Director, Project Lead, and Engineer),
applications while greatly reducing storage space! we may defina timebased privilege thatpecifies
Swch systems are widespread and are often modevalid time periode.g., 201401-01 to 201401-31)
suitable to user file backup and synchronizationvithin which a file carbe accessed. A user, say Alice,
applicationgthan richer storage abstractions. There apeay be assignedtwor i vi | eges ADirector o
three entitiesdefined in our system, that is, usergjghtvalid on201401-0 10, so that she can
private cloud ands-CSP in public cloud as shown infile whose access rols iDi rect or 06 and acc
Fig 1. The SCSP performs deduplication by time period covers 201@1- 01. Each privilege is
checking if the contents dWo files are the same andrepresented in the form of a shartessage called
stores only one of them. token. Each file is associated with sofile tokens,
which denote the tag with specified privilegese the
definition of a tagn Section 2). A user computesid
sends duplicateheck tokens to the public cloud for

authorized duplicate check.

Users have access to the private cloud server, a
semitrustedthird party which will aid in performing
de-duplicableencryption by generatinfile tokens for

the requesting users. We will explain further the role
of the private cloud server below. Users are also

provisioned with peruser encryption keys and
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credentials (e.g., userertificates). In this paper, weq
will only consider the fildevel de-duplication for
simplicity. In another word, wesfer a data copy to be
a whole file and fildevel Deduplication which
eliminates the storage of any redundies. Actually,
block-level deduplication can be easilyeduced from
file-level deduplication, which is similar

to [4]. Specifically, to upload a file, a user first
performsthe file-level duplicate check. If the file is a
duplicate,then all its blocks must be duplicates as
well; otherwise,the user further performs the bleck
level duplicae checkand identifies the unique blocks
to be uploaded. Eadata copy (i.e., a file or a block)
is associated with ®ken for the duplicate check.

1 SCSP. This is an entity that provides a data

Private Cloud. Compared with the traditional
Deduplication architecture in cloud computing,
this is a new entity introduced for facilitating
us er orsusage af cloud service. Specifically,
since the computing resources at data user/owner
side are restricted and the public cloud is not fully
trusted in practice, private cloud is able to provide
data user/owner with an execution environment
and infrastacture working as an interface
between user and the public cloud. The private
keys for the privileges are managed by the private
cloud, who answers the file token requests from
the users. The interface offered by the private
cloud allows user to submit && and queries to be

securely stored and computed respectively.

storage service in public cloud. The-CBSP Notice that this is a novel architecture for data

provides the da outsourcing service and store®eduplicationin cloud computing, which consists of a

data on behalf of the users. To reduce the storagen clouds (i.e., the public cloud and the private

Cost,

the SCSP eliminates the storage oftloud).Actually, this hybrid cloudetting has attracted

redundant data via Deduplication and keeps ontyore and more attention recently. For example, an

unique data. In this paper, we assume th@SP enterprisemight use a public cloud service, such as

is always online and has abuntlastorage Amazon S3, forarchived data, but continue to

capacity and computation power.

maintain irhouse storagdor operational customer

data. Alternatively, the trustegrivate cloud could be

1 Data Users. A user is an entity that wants @ cluster of virtualized cryptographimo-processors,

outsource data storage to theCSP and accesswhich are offered as a servitwy a third party and

the data later. In a storage system supporting dgovide

the necessary hardwareased security

duplication, the user only uploads unique data bigatures to implement a remote execugowironment

does not upload gnduplicate data to save thetrusted by the users.

upload bandwidth, which may be owned by the

same user or different users. In the authorizéstlversary Model

Deduplication system, each user is issued a set of

privileges in the setup of the system. Each file iBypically, we assume that the public cloud and private
protected with the convergentayption keyand cl oud ar e -bbtouhi 6bhedesSpecific
priviege keys to realize the authorized - dewill follow our proposed protocol, but try to find out

duplication with differential privileges. as much secret information as possible based on their
possessions. Users woutdy to access data either

within or out of the scopes of their privilegdn. this
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paper, we suppose that all the files are senséin solve the problem. The private keys for privileges will
needed to be fully protected against bpttblic cloud not be issued to users directly, which will be kept and
and private cloud. Under the assumptitwmg kinds of managedby the private cloud server instead. In this
adversaes are considered, that is, Ilgxternal way, the users cannot share these private keys of
adversaries which aim to extract secret informagisn privilegesin this proposed construction, which means
much as possible from both public cloadd private that it canprevent the privilege key sharing among
cloud; 2) internal adversaries who aimdbtain more users in th@bove straightforward construction. To get
information on the file from the publicloud and a file token,the user needs to send a request to the
duplicatecheck token information from therivate private cloudserver. The intuition of this construction
cloud outside of their scopes. Such adversamay can be describeds follows. To perform the duplicate

include SCSP, private cloud server and authorizedheck for some filethe user needs to get the file token

users. from the privatecloud server. e private cloud server
will also checkt he user 6s iidentity be-
Design Goals corresponding filetoken to the user. The authorized

duplicate check fothis file can be performed by the
In this paper, we address the problem of privaayser with the publicloud before uploading this file.
preserving de-duplication in cloud computing and Based on the seilts ofduplicate check, the user either

proposea new deduplication system supporting for  uploads this file or runBoW.

9 Differential Authorization. Each authorized useBefore giving our construction of thBeduplication
is able to get his/her individual token of his file tosystem, we define a binary relation R = f((gpas
perform duplicate check based on his privilegefollows. Given two privileges p andyjwe say that p
Under this assumption, any user gangeneratea matches pif and only if R(p, gNj= 1. This kind of a
token for duplicate check out of his privileges ogeneric binary relation definition could be instantiated
without the aid from the private cloud server. based on the background of applications, such as the
common hierarchical relatiorMore precisely, in a

1 Authorized Duplicate Check. Authorized user i§ierarchicakelation, p matchesNyf p is a higheslevel
able to use his/her individual private keys taprivilege. For example, in an enterprise management
generatequery for certain file and the privileg system,three hierarchical privilege levels are defined
he/she owned with the help of private cloud,as Director, Project lead, and Engineer, where
while the public cloud performs duplicate checkDirector is at the tp level and Engineer is at the

directly andtells the user if there is any duplicate bottom level. Obviously, irthis simple example, the

privilege of Director matchethe privileges of Project

Il . PROPOSEDSYSTEM DESCRIPTION .
lead and Engineer.

To solve the problems of the constructidvie propose IV.RELATED WORK

another advanced dRiplication system supporting Secure Deduplication. With the advent of cloud
authorized duplicate check. In this n@®eduplication computing, secure data -deplication has attracted

system, a hybrictloud architecture is introduced much attention recently from research community.
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Yuan et al. [$proposed a deuplication system ithe In this paper, the notion of authorized data
cloud storage to reduce the storage size ofdps for Deduplication was proposed to protect the data
integrity check. To enhance the security d& security byincluding differential privileges of users in
duplication and protect the datonfidentiality, the duplicatecheck. We also presett several new
Bellare et al. §] showed how to protect the dataDeduplication constructions supporting authorized
confidentiality by transforming the predictableduplicate check imybrid cloud architecture, in which
messagento unpredictablemessage. In their systemthe duplicatecheck tokens of files are generated by
anotherthird party called key server is introduced tohe private cloud servewith private keys. Security
generatethe file tag for duptate check. Stanek et al.analysis demonstrates thatir schemes are secure in
[7] presented a novel encryption scheme that providesms of insider and outsidaittacks specified in the
differential security for popular data and unpopulgrroposed security model. Aspoof of concept, we
data. For popular data that are not particulariynplemented a prototype of omroposed authorized
sensitive, the traditional conventional encryption isduplicate check scheme and conduttstbed
performed. Another two-layered encryption schemeexperiments on our prototype. Wahowedthat our
with strongersecurity while supporting déuplication authorized duplicate check scheme incurs minimal
is proposedfor unpopular data. In this way, theyoverhead compared to convergent encryption and
achieved bettetradeoff between the efficiency andnetwork transfer.
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