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Abstracd Cloud Computing has been envisioned as the gexératiorarchitecture BIT Enterprise. In contrast timaditional
solutions,where the IT services are under proper physicaical and personnel controls, Cloud Computing moves the
application software and databases to the large data cemiten® the management of the data and services may fialybe

trustworthy. General enyption schemes protect datanfidentiality, but also limit the functionality of the storage system

because a few operations are supported over encrypted data. This method supports encoding over encryptagsimgssages
secure key serveemnd forwards thesecure data. This method fully integrates encrypting, encoding, and forwarding. Suitable
parameters are suggested for the number of copies of message sent to storage servers. The storage servers are queried by key
servers. These parameters allow moreitflexadjustment between the number of storage servers and robustness.

Keywords®) (Encoding,Decentralized erasure code, proxyereryption, threshold cryptography, secure storage system.

. INTRODUCTION

In cloud computing, moving data into the cloud offe
great convenience to the users since they do not have to
worry about the complexities of direct hardware
management. Users just use the services without being
concerned about how computation is done and storage is
managedIn this paper, we focus on dgsing a cloud
storage system for robustness, confidentiality, and
functionality. A cloud storage system is considered as a
largescale distributed storage system that consists of
many independent storage serveé@scurity remains the
critical issue that ancerns potential clients. Data
robustness is a major requirement for storage systems.
There have been many proposals of storing data over
storage servers.

In this paper we address the main aspects related to
security of cloud storage. It presents attempt to
propose an effective and flexible security policy and
procedures explicit to enhance the Data storage security

symbols are sent tstorage servers, each storage server
independently computes a codeword symbol for the
received message symbols and storekhiis finishes the
encoding and storing process. The recoypeogess is the
same.

Storing data i n amresblisr d
in risky data confidentialityFor goodconfidentiality br
messages in storage serversiser camncrypt messages
by a cryptographic method before applyiag erasure
code method to encode and store messagéen he
wants to use a messagee meeds to retrieve the
codeword symbols from storage servers, decode them,
and then decrypt them by using cryptographic keys.
There arethree problems in the above straightforward
integration ofencryption and encoding. First, the user
has to do mosttomptation and thecommunication
traffic between the useand storage servers is high.
Second, the user has to managecryptographic keys. If

part

and forwarding in the cloud. One way to provide data t he user o0s device isddst ost oring
robustness is to replicate a message such that each compromised, the security is broken. Finalbgsides

storage server stores a gopf the message. It is very data storig and retrieving, it is hard for storagervers

robustbecause the message can be retrieved as long as to directly support other functions. For exampsiarage

one storage server survives. Another way istoencodea servers cannot directly forwar

message of k symbols into a codeword of n symbols by
erasure coding. To store a message, each of its codeword
symbok is stored in a different storage server. A storage
server failure corresponds to an erasure error of the
codeword symbol. As the number of failure servers is
under the tolerance threshold tfe erasure code, the
message can be recovered from the codévegmbols
stored in the available storage servers by the decoding
process. This providesteadeoff betweethe storage size

and the tolerance threshold of failure servers. A
decentralized erasure code is an erasure code that
independently computes eachdeword symbol for a

message. Thus, the encoding process for a message can

be split into n parallel tasks of generating codeword
symbols. A decentralized erasure code is suitable for use
in a distributed storage system. After the message

another one. The owner of messages has to retrieve,
decode decrypt and then forward them to #mer user.

In this paper, we address the problem of forwarding data
to another user by storage servers directly under the
command of the data owner.

The system model has two servers distributed storage
servers and key servers. It is risky to stangtographic
keys in a single device. The user distributes his
cryptographic key to key servers that perform
cryptographic functions on behalf of the user. The key
servers are highly protected by security mechanisms. A
new threshold proxy rencryption scame is proposed in
this paper and integrated it with a secure decentralized
code to form a secure distributed storage sysiEms
encryption scheme supports encoding operations over
encrypted messages and forwarding operations over
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encrypted and encodedessages. The integration of
encoding, encryption, and forwarding makes the storage
system to efficiently meet the requirements of data
robustness, data confidentiality, and data forwarding. The
proposed system meets the requirements that storage
servers idependently perform encoding and re
encryption and key servers independently perform partial
decryption. This allows more flexible adjustment
between the number of storage servers and robustness.

The contributions are as follows:

Assume that there aredistributedstorage servers and m
key servers in the cloud stomgystem. A message is
divided into kblocks andrepresenteds a vector of k
symbols. Oucontributions are as follows:

We construct a secure cloud storage system
that supports the functiorof secure data
forwarding by using a threshd proxy re
encryption scheme. Thencryption scheme
supports decentralized erasure codes over
encrypted messages and forwarding operations
over encrypted and encoded messages. Our
system is highly distributed wvene storage
servers independently encode and forward
messages and key servers independently
perform partial decryption.

I We present a general setting for the parameters
of our
secure cloud storage system. Our parameter
setting of n=ak supesedes the prevus one of
n=akik where c¢cO1.5 anxd
ak’ allows the number of storage servers be
much greater than the number of blocks of a
message. In practical systems, the number of
storage servers is much more than k. The
sacrifice is to slightly increase the totalpies
of an encrypted message symbol sent to
storage servers. Nevertheless, the storage size
in each storage server does not increase
because each storage server stores an encoded
result (a codeword symbol), which is a
combination of encrypted messagentpls.

.  RELATED WORK

We briefly review parallel andistributed storage
systems, proxye-encryptionschemes, and integrity
checking mechanisms

A) PARALLEL AND DISTRIBUTED
STORAGE SYSTEMS

Parallel and Distributive storage systems has
undergone immessive change over recent years. New
architectures and applications have rapidly become the
central focus of the discipline. These changes are often a
result of cross fertifation of parallel and distributed
technologies with other rapidly evolving tediogies. It
is of paramount importance to review and assess these
new developments in comparison with recent research
achievements in the wedlstablished areas of parallel and
distributed computing, from industry and the scientific
community. At the earlyyears, the Networttached
Storage (NAS) [2]Jand the Network File System (NFS)
provide extra storage deviceser the network such that

a user can access the storage devices netvork
connection. Afterward, many improvements on
scalability, robustness,efficiency, and security were
proposed [1].A decentralized architecture for storage
systems offers good scalability, because a storage server
can join or leave without control of a central authority.
To provide robustness against senailures, a simp
method is to make replicas of each message and store
them in different servers. However, this method is
expensive as z replicas result in z times of expansion.
One way to reduce thexpansion rate is to use erasure
codes to encode messages [3mAssagés encoded as a
codeword, which is a vector of symbadgid each storage
server stores a codeword symbol. A storage séailere

is modeled as an erasure error of the stored codeword
symbol. Random linear codes support distributed
encoding, that is, eahh codeword symbol is
independently computed. To storenassage of k blocks,
each storage server linearly combines Kihecks with
randomly chosen coefficients and stores the codeword
symbol and coefficients. To retrieve the message, a user
queries k storge servers for the stored codeword
symbols and coefficientnd solves the linear system.

B) PROXY REENCRYPTION SCHEMES

Proxy reencryption (PRE) allows a seimusted
proxy to convert a ciphetext intended for a user into a
ciphertext for another es without learning anything
about the underlying plaintext. Chunbo Ma et al. have
proposed a group based proxyemcryption scheme to

a > gopvert apqiphertextrgny one group to another. Any

group member can independently decrypt the
ciphertexts encrypted tts group. Proxy reencryption
schemes are proposed by Mambo @khmoto [14]
and Blaze et al. [15]. A proxy server can transfer a
cipher text under a public Key PKA to a new one under
anothempublic key PKB by using The +encryption key
RK AYB. serfen does not know the Plaintext
during transformation. In theivork, message are first
Encrypted by the owner and then storedairstorage
server.

When a user wants to share his messadmes
Confidentiality and supports the data forwarding
function. Our work further integrates encryption; re
encryption, and encoding such that storage robustness is
strengthened. Type based proxyereryption schemes
[4] provide a better granularity on tigeanted right of a
re-encryption key. By using this kind of proxy-re
encryption schemes a user can decide which type of
messages and with whom he wants to share.- Key
private proxy reencryption schemes are proposed by
Ateniese et al. [18]. In a proxy -emcryption scheme,
given a reencryption key, aproxy server cannot
determine the identity of the recipient. This kind of
proxy reencryption schemes provides higher privacy
against proxy servers. Although most proxy- re
encryption schemes use pairing opers, there exist
proxy reencryption schemes without pairing [19].
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USER A
USERA

USER B

Fig. 1. A general system model of our work

C) INTEGRITY CHECKING FUNCTIONALITY

Another important functionality about cloud storage is
the function of integrity checkingAfter a ugr stores
data intothe storage system, he no ¢@m possesses the
data at handThe user may want to cheavhether the
data are properlgtored in storage sergerThe concept
of provable datgpossession [20], [21] and thetion of
proof of storage [22][23], [24] are proposed. Later
public auditability of storeddata is addressed in [25].
Nevertheless all of them considéne messages in the
clear textform.

.  SCENARIO

We present the scenario of the storage system, the threat
model that we consider folné confidentiality issue, and
a discussion for a straightforward solution.

A) SYSTEM MODEL

As shown in Fig. 1, our system model consists of users, n
storage servers $SSS, ..., SSn, and m key servers
KS;, KS,, . .. KSm. Storage servers provide sgera
services and key servers provide key management
services. They work independently. Our disitéd
storage system consists of four phases: system setup,
dat storagedata forwarding, and data retrieval. These
four phases are described as follows.

In the system setup phasdhe system manager
chooses system parameters and publishes them. Each
user A is assigned a publsecret key pair (PK SK,).

User A distributes his secret key St key servers such
that eactkey server KSholds a key share Si, 1010
m. The keyis shared with a threshold t.

In the data storage phaseuser A encrypts his
message Mand dispatches it to storage servers. A
message Ms decomposed into k blocks;mm,, . . ., my
and has afidentifier ID. User A encrypts eachdak mi
into acipher textCi and sends it to v randdynchosen
storage servers. Uparceivingcipher text§rom a user,
each storage servetinearly combines them
randomly chosen coefficienteito a codeword symbol
andstores it. Note that a storagever may receive less

than kmessage blocks and vessume that all storage
servers know the value k in advance.

In the data forwarding phaseuser A forwards his
encrypted message with an identifier ID stored in storage
servers to user Buch thatB can decrypt the forwarded
message by his secret key. To do so, A uses his secret
key SKy and Bos p ughtb icampute eaye P K
encryption key RI,y 5 and then sendBK'"®,y 5 to all
storageservers. Each storage server usesetih@yption
key to reencryp its codeword symbol for lateetrieval
requests byB. The re encrypted codeword symbothg
combination of ciphertexts under Bs publ i c
orderto distinguish reencryped codeword symbols from
intactones, we call them original codeword symbasi
encryptedcodeword symbols, respectively.

In thedata retrieval phaseuser Arequests to retrieve
a message from storage sesieifhe message is either
stored by him or forwarded to him. User Aends a
retrieval requestto key servers. Upon reiwing the
retrieval request anéxecuting a proper authentication
process with user Aeachkey server KSrequests u
randomly chosen storage servets get codeword
symbols and des partial decryption on theeceived
codeword symbols by using the key sh&K, ;. Finally,
user A combines the partially decrypted codewor
symbols to obtain the original message M.

key.

System recovering When a storage server fails, a new
oneis added. The new storage server queries k available
storageservers, linearlgombineghe received codeword
symbols as new one and stores it. The system is then
recovered.

B) THREAT MODEL

We consider data confidentiality for both data storage
and data forwarding. In this threat model, an attacker
wants to break data confidentiality ofaaget user. To do
so, the attacker colludes with all storage servers, non
target users, and up to-AJ key servers. The attacker
analyzes stored messages in storage servers, the secret
keys of non target users, and the shared keys stored in
key serversNote that the storage servers store all re
encryption keys provided by users. The attacker may try
to generate a new +encryption key from stored +e
encryption keys. We formally model this attack by the
standard chosen plaintext attack of the proxy- Re
ercryption scheme in a threshold version, as shown in
Fig 2. A cloud storage system modeled in the above is
secure if no probabilistic polynomial time attacker wins
the game with a non negligible advantage.

Challenger Attacker

Parameter
Target user T

[
»

Setup phase

<«

(t-1) key shares of SK

v

Secrete key queries (except T)

<

Key query phasée

v

re-encryption key queries
(except T to other user)
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d € (g, g) i's nojflet@®er i denti
) be an algoriGhmpyenehateéeng
st he |l ength of p. Let x UGOR X de
chosen from the set X.

< a
(

|l

v

MO, M1, IDO, ID1 R Decisional bilinear Diffie-Hellman assumption: This
Challenge phase > assumption is that it is computationalinfeasible to
b Ug {0, 1} Enc(PKs, IDp, My) distinguishdi st ri buti on (g, g X, gy, g

A

(9, ox, 9y,gz, € (g, g9g) r) where x,
Formally, for any probabilistic polynomial time

Output phase b6 algorithmA, t he foll owing is negligit
Attacker wins i f boé=b [Pria( g, gx, gy, gz, Qb) = b:

Zp*,
Q0 = € (g, g9g) xyz; Q1 = & (.

Fig. 2. The security game for the chosen plaintext 1 0 2 |
attack.
Erasure coding over exponentsWe consider that the

A secure cloud storage system implies that an ~ Messagedomain is the cyclic multiplicative group G2
unauthorized user or server cannot get the content of ~described above. Arencoder generates a generator .
stored messagesyd a storage server cannot generate re matrix G=[gj] f or 10 niasfdlowk: foreacd j O
encryption keys by himself. If a storageerver can row, the encoder randomly selects atryeandrandomly
generate a rencryption key from the target user to sets a value form Zp* to the entry. The encougreats
another user B, the attacker can win the security game by  thisstep v times with replacement for each row. An entry
re-encrypting the ciphertext to B and decrypting the of a row can be selected multiple times but only set to

reencrypted ciphertext using the secret keyg.SK one valueThe value of the rest entries are set to 0. Let

Therefore, this model addresses the security of data the messagbe (m, me. & G G2k. The enco

storage and data forwarding. process is to generate (w,€ . Jw 0 G2k ;= where w
mg, 1, mg, 2. mj for 10 | O n. The f

C) A STRAIGHTFORWARD SOLUTION decoding process is to compute the inverfsa k x k sub

A straightforward solution to supporting the data matrix K of G.

forwardingfunction in a distributed storagg/stem is as Our approach: We use a threshold prpxre-

follows: When theowner A wants to forwarding a encryption scheme with multiplication homomorphism

message to user B, he downloglds encrypted message property. An encryption scheme is multiplicative

and decrypts it by using his secret key.tHen encrypts homomorphism if it supports a group operatiGon

the message by wusing Béws pu brcrypted Magtextsavithdut degyptiom ds t h e

cipher text. When B wantsotretrieve the forwarded D (S, E (R, m) GE (P, mp)) = mA m

messagefrom A, he downloads the cipher text and Where E is the engption function, D is the decryption

decrypts it by his secret function, and (R, S) is a pair of public key and secret

key.The whole data forwarding process needs three key. Given two coefficients ;gand g, two message
communication rounds for dyfisols ngl an m| cara lskientagled te racddeword
uploading and Bo6s downl oad bsymigol mg,Tnhgein the enoryptedifora at i on

cost is linar in the length of the forwarded message. The C=E (R, my) g, GE (P, my) o, = E (R,

computation cost is the decryption and encryption for the  m,g,A ay,).

owner A, and the decryption for user B. Thus, a multiplicative homomphic encryption scheme
Proxy reencryption schemes can significantly supports the encoding operation over encrypted

decrease communication and Computation cost of the messages. We then Conveproxy reencryption scheme
owner. Ina proxy reencryptlon SCheme, the owner sends with mu|tip|icative homomorphic property into a
a reencryptlon to Storage servers such that Storage server  threshold versin. A secret key is shared to keyrvers

perform the reencryption operation for him. Thus, the with a threshold value t. Inup system, to decrypt for a
communication cost of the owner is Independent of the setof k message symbols, each key server independently
length of forwarded message and the cotaen cost of queries 2storage servers and partially decryptgot

re-encryption is taken care of by storage servers. Proxy  encrypted codeworsymbol.
re-encryption schemes significantly reduce the overhead
of the data forwarding function in a secure storage A) ANALYSIS
system. We analye storage and computation complexities,
correctnessand security of our cloud storage system in
IV.  CONSTRUCTION this section. Let the bitlengtf an element in the group

Before presenting our storage system, we briefly ~ Gi be h and G be b. Let coefficient g ; be randomly
introduce thealgebraic setting, the hardness assumption, ~ chosen from {0, 1} I3.

and an erasure code over exponents, and our approach. ~ Storage Cost:To sbre a message of k blocks, a storage

Bilinear map: Let Gand G be cyclic multiplicative serverSSjst ores a codewogahdtsey mbol (b
groups with a pr;benmegeneratat.&r cogﬁ,rplgntv?ctoru(g, 6%  B. The are total of
map € : ; xG,Y G, is a bilinear rap if it is efficiently (1+2l, +l+Kl3) bits. The average cost for a message bit
computable and has the properties of bilinearity and non  stored in a storage server(isr2l, +,+kls) , bits.|
degeneracy: for any x, y 4 Zp*, € (gx, gy) = € (9, 9) xy
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Computation Cost: We measure the computation cost
by the number of pairing operation, modular
exponentiations in Gand G, modular multiplications in
G, and G, and arithmetic operation over GF (p). These
operations are denoted as Pairifitxpl, Exp2, Multl,
Mult2, and Fp, respectively. The cost is summarized in
Table 1. Computing an Fp take much less time than
computing a Multl or a Multi2. The time of computing
an Expl is 1.5[log p] times as much as the time of
computing a Multil, on avage, (by using the square and
multiply algorithm). Similarly, the time of computing an
Exp2 is 1.5[log p] times as much as the time of
computing a Multi2, on average.

Table 1
The Computation Cost of Each Algorithm

Operation Computation Cost

k Pairing + k Expl + k
Mult2

Enc

Encode(for each k Expl + Exp2 + (K1)

storage Multl +
server) (k-1) Mult2
KeyRecover O(t2) Fp
ReKeyGen 1 Expl

ReEnc(for each storage 1 Pairing + 1 Mult2

server)
ShareDec(for t key T Expl
servers)
Combine K Pairing + t Multl + (t1)
Expl + O(t2 + k3) Fp +
k2
Exp2 + (k+1)k Mult2
fPairing: a pairing computat.|

TExpl and Exp2: modular exponentiation computation
in G1 and

G2, respectively.
fMultl and Mult2: a
computation in G1

andG2, respectively.
1 Fp: an arithmetic operation in GF (p).

V. CONCLUSION

In this paper, we consider a cloud storage system
consists oktorage servers and key servers. We integrate
a newly proposed threshold proxy-eecryption scheme
and erasure codes over exponents. The threshold proxy
encryptionscheme suppts encoding, forwarding, and
partial decryption operations in a distributed way. To
decrypt a message of k blocks that are encrypted and
encoded to n codeword symbols, each key server only
has to partially decrypt two codeword symbols in our
system. By ®ing the threshold proxy +encryption
scheme, wepresent a secure cloud storage system that

modular  multiplication

provides secure data storage and secure data forwarding
functionality in a decentralized structure. Moreover, each
storage server independently performs encodird r&
encryption and each key server independently performs
partial decryption. Our storage system and some newly
proposed content addressable file systems and storage
system [27], [28], [29] are highly compatible. Our
storage servers act as storage nodesa content
addressable storage system for storing content
addressable blocks. Our key servers act as access nodes
for providing a frontend layer such as a traditional file
system interface. Further study on detailed cooperation is
required.
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