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Abstract 8 In the simplest termgloud computing Keywords d Cloud computing, cost efficiency,

means storing and accessing data and programs adlifferential query services, privacy

the Internet instead of youtomputer'siard drive

Thecloudis just a metaphor for the Interndlow a | Introduction

days Cloud computing as an emerging technologVhe goal of cloud computing is to apply
trend is expected to reshape the advances tiaditional supercomputing or high-performance
information technology.In a costefficient cloud computingpower, normally used by military and
environment, a user can tolerate a certain degreere$earch facilitie, to perform tens of trillions of
delay while retrieving information from the cloud tccomputations per second, in consugented
reduce costs In this paper,i am addresstwo applicatios such as financial portfoliogp deliver
fundamental issues in such an environment: privapgrsonalized information, to provide data storage or
and efficiency.My first review aprivate keyword to power large, immersiveeomputer game€loud
based file retrieval scheme that was originallpomputing as an emging technology is expected
proposed by Ostrovsky. Their scheme allows a userreshape information technology processes in the near
retrieve files of interest from an untrusted servefuture [1]. Due to the overwhelming merits of cloud
without leaking any information. The main drawbackomputing, e.g., cosffectiveness, flexibility and

is that it will cause a heavy querying overheascalability, more and more organizations choose to
incurred on the cloud and thus goes against tbatsource theidata for sharing in the cloud. As a
original intention of cost efficiency. In this papertypical cloud application, an organization subscribes
present three efficienhformation retrieval for ranked the cloud services and authorizes its staff to sfiase
query (EIRQ) schemes to reduce querying overheigd the cloud. Each file is described by a set of
incurred on the cloud. In EIRQ, queries are classifidgtywords, and the staff, as authorized users, can
into multiple ranks, where a higher ranked query caatrievefiles of theirinterests by querying the cloud
retrieve a higher percentage of matched files. A useith certain keywords. In such an environment, how
can retriee files on demand by choosing queries db protect user privacy from the cloudhich is a third
different ranks. This feature is useful when there aregparty outside the security boundary of the
large number of matched files, but the user only neeaigjanization, becomes a key problem.

a small subset of them. Under different parameter

settings, extensive evaluations have been conductdger privacy can é classified into search privacy and
on both analytical models and on a real cloudccess privacy [2]. Search privacy means that the
environment, in order to examine the effectiveness dbud knows nothing about what the user is searching

our schemes. for, and access privacy means that the cloud knows
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nothing aboutwhich files are returned to the userexecuting queriesFurthermore, the communication
When the fils arestored in the clear forms, a naivecost incurred on the cloudill also be reduced, since
solution to protect useprivacy is for the user to files shared by the users needeoreturned only once.
request all of the files from theloud; this way, the Most importantly, by using a series decure
cloud cannot know which files the usé& really functions, COPS can protect user privacy from the
interested in. While this does provide thecessary ADL, the cloud, and other users.
privacy, the communication cost is high.

In this paper,I am introducing a novel concept,
Private searching was proposed by Ostrovsky et differential query services, to COPS, where the users
[3], [4] (referred to as the Ostrovsky scheme in thare allowed tgpersonally decide how many matched
paper), whichallows a user to retrieve files of interesfiles will be returned Thisis motivated by the fact that
from an untrusted server without leaking any under certain cases, theaee a lot of files matching a
information. However, theOstrovsky scheme has au s er 6 s g u e r ynteresied in onlylaeertans er 1 s
high computational cost, sinceréquires the cloud to percentage of matched files. Tidlustrate, let us
process the query (perform homomorpérryption) assume that Alice wants to retrieve 2 peraathe
on every file in a collection. Otherwise, thleud will f i | es t hat contain keywords 6
learn that certain files, without processing, arenof retrieve 20 percent of the files that contain keywords
interest to the user. It will quickly become & 6 A, Th€doad holds 1,000 files, where {F1; .. .;
performance bottleneck when the cloud needs t&#500} and{F501; . . . ; F1000} are described by
process thousands afueries over a collection ofk ey wor ds 6 6 AC 6 @B,0 divesadrkeco 6 A,
hundreds of thousands of filasgue that subsequentlyOstrovsky scheme, the cloud wilave to return 2,000
proposed improvements, lik®], [6], also have the files. In the COPS scheme, the cloud wikve to
samedrawback. Commercial cloudsllow a payas return 1,000 files. In our scheme, the cloud ardgds
you-go model, where the customer is billddr to return 200 files. Therefore, by allowing the users to
different operations such as bandwidth, CPU time, angtrieve matched files ro demand, the bandwidth
so on. Solutions that incur excessive computation andnsumedn the cloud can be largely reduced.
communication costs are unacceptable to customers.

Motivated by this goal, propose a scheme, termed
To make private searching applicable in a clouHfficient Information retrieval for Ranked Query
environment, our previous work [7] designed a(EIRQ), inwhich each user can choose the rank of his
cooperate privateearching protocol (COPS), where guery todetermine the percentagé matched files to
proxy server, called thaggregation and distributionbe returnedThe basic idea of EIRQ is to construct a
layer (ADL), is introducedetween the users and therivacy-preservingmask matrix that allows the cloud
cloud. The ADL deployed insidan organization hasto filter out a certainpercentage of matched files
two main functionalities: aggregatingger queries and before returning to the ADLThis is not a trivial work,
distributing search results. Under the ADlhe since the cloud nels to correctlyfilter out files
computation cost incurred on the cloud can be largedgcording to the rank of queries withokihowing
reduced, since the cloud only needs to executeamything about user privacy. Focusing on different

combinedquery once, no matter how many users adesign goals, provide two extensions: the first
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extension emphasizes simplicity by requiring the leasticcessfullyrecovered by the user. Based on the
amount of modificatins from the Ostrovsky schemepPaillier cryptosystenj13], the files that mismatch a
and the second extension emphasizes privacy lgyery will notsurvive in thebuffer, but the matched

leaking thdeast amount of information to the cloud. files enjoy a high survival rate.

Our key contributions are as follows: Among various extensions, [5], [6] further reduced the
1. Propose three EIRQ schemes based on themmunication cost from O(f log(f) to O(f) by solving
ADL to provide acostefficient solution for a set of linear equations to recover f matched files.
privatesearching in cloud computing. However,their schene requires the decryption of one
more buffer,thus the computation cost is higher than
2. The EIRQ schemes can protect user privathie Ostrovskyscheme. Reference [8] presented an
while providing a differential query serviceefficient decoding mechanism which allows the
that allowseach user to retrieve matched filesecovery of files that colliddn a buffer position.
on demand. Reference [9] propesl a recursive extraction
mechanism, which requires a buffer of size @(fien
3. Provide two solutions to adjust related f i |l es match a userbés query.
parameterspne is based on ¢hOstrovsky two new communicaticoptimal constructions; one
scheme, andhe other is based on BloomusesReedSolomon codes and allows for a zemor,
filters. and theother is bas# on irregular LDPC codes and
allows for lower computation cost at the server. The
4. Extensive experiments were performed usingbove private searching schemes only support
a combination of simulations and real cloudearching for OR okeywords or AND of two sets of
deploymentgo validate our schemes. keywords. Reference [llgxtended the types of
gueries to support disjunctiveormal forms (DNF) of
Il Related Work keywords. The main drawbackf existing private
searching schemes is that both ttemputation and
Our work aims to provide differential query servicesommunication costs grow lineanyith the number of
while protecting user privacy from the cloud. Existingisers executing queries. Thus, whegplying these
researchthat is similar to ours can be found in thechemes to a larggcale cloudenvironmentguerying
areas of privatesearching 8], [9], [10], [11]. Unlike costs will be extensive.
searchable encryptiofi2], where the useconducts [l System Model
searches on encrypted data, privatecdeagperforms The systemmainly consists of three entities:1 the
keywordbased searches on unencrypted d@taate aggregatiorand distribution layer (ADL), many users,
searching was first proposed in [3], [4], whialowa and the cloud, ashown in Fig. 1. For ease of
server to filter streaming data without compromisingxplanation, only use a singhDL in this paper, but
user privacy. Their solution requires the server toultiple ADLs can be deployed asecessary. An
return a buffer of siz©(flog(f)) when f files match a ADL is deployed in an organization thatthorizes its
userbs query. Each f i | estaff tg shamesdataio theactowddThevetaéfmbersaas s ur vi v

rate, which denotes the probability of this file beinghe authorized users, send their queries toADg,
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which will aggregate user ques and send a Two assumptions are used in their schemest,fin
combined query to the cloud. Then, the cloudictionarythat consists of the universal keywords is
processes the combinapliery on the file collection assumed to bpublicly available; second, the users are
and returns a buffer that contaials of matched files assumed to havie ability to estimate the number of
to the ADL, which will distribute theearch results to files that match theigueries. To better illustrate its
each user. To aggregate suffitie queries, the working process, providean eample in the
organizatiormay require the ADL to wait for a periodsupplementary file available online
of time before running our schemes, which may incur
a certain querying delay. To further reduce theStep 1. The user runs the Genefteery algorithm to
communication cost, a differential query service isend an encrypted query to the cloud. Tipgery is a
provided by allowing each user tetrieve matched bi t st ri ng encrpupickeygwharader t h
files on demand. Specifically, a user selects a each bit is an encryption df, if the keyword in the
Particular rank for his query to determine thedictionary is chosemtherwise, it is an encryption of
percentage ofmatched files to be returned. ThigD.
feature is useful whetthere are a lot of files that Step 2. The cloud runs the Priv&earch algorithm to
mat ch a wuser 6s onywmedsy smalbreturn anh encryptede buffer to the user. Generally
subset of them. speaking, the cloud processes the encrypgtezty on
every file in the colleddn to generatan encrypted-c
e e pair, and maps it to multipkntries of an encrypted
: buffer. For file Fj, thecorresponding - pair, denoted
as (cj ,ej) iggenerated as follows: the bits in query Q
corresponding to keywords in Fj are multiplied. The

mapping operation will be performed gamnimes.

- ( . After mapping all pairs to the buffezach buffer entry
: ) > Cloud
: s has one of the three statusearvival, collision, and

mismatch. If only onematched file is mapped, the

. entry state is survivailf more than one mahed file is
Fig. 1. System model.

mappedthe entry state is collision; if no matched files

i aremapped, the entry state is mismatch.
Overview of the Ostrovsky Scheme

. Step 3. The user runs the FiRecover algorithm to
The Paillier cryptosystem allows the performance of

recover files. The user decrypts the buffenfry b
certain operations, such as multiplication ancja YP iy by

- . _ . entry, to obtain the plaintexte pars. For the entries
exponentiation, on ciphertext directly. Given the

) ) in the survival state, file contentin be recovered by
resultant ciphert¢, the user can obtain the

. . " dividing the plaintext &alue by the plaintext c value.
corresponding plaintext that processaddition and g P y P

multiplication operations.
The security of the Ostrovsky scheme derives from the

i . semantic security of the Paillier cryptosystem. The
The Ostrovsky scheme consists of three algorithms,
key technique of their scheme is that the files
the working process of which is shown in Figap y q
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mismatchingars er 6 s query ar e (oretvieved §reperceit ad matched filgs.pThesetbre,

0s, which have nampact on the matched files, even iRank0 queries can retrieve 100 percent of matched

they are mapped ithe same entry. Thus, the buffefiles, and Rankr queries cannot retrieve any files.

size only depends on theumber of matched files,

which is muchsmaller than th@umber of files stored Secondly, should determine whiahmatched files will

in the cloud. be returned and which will not. In this papéram
simply determire the probability of a file being
returned by thénighest rank of queries matching this

file. Specifically, first rank each keyword by the

User Cloud User ADL Cloud
— QueryGen highest rank of queriezshoosing it, and then rank
v ..U."A‘.":‘l o Keywords, ranky each file by the highest rank @é keywords. If
_EWOPN o MatrixConstruct . .. - .
query | e the file rank isi, then the probability obeing
Private Mask matrix-—»
Search riteritier | filtered out is i=r. Therefore, Rarkfiles will be
Encrypied_ . Encrypted mapped into a buffer with probability 1, and
buffer buffer
o : . ) . .
Pododl ResuliDivide Rankr files will not be mapped at all. Since
Certain unneeded files have bediltered out before
s-percemtage of - . . i i
matched files mapping, the mapped files showddrvive in the

(a) {b)

buffer with probability 1.

Fig. 2 Working process. (a) Ostrovsky scheme. (b)

EIRG Efficient scheme. Since algorithms QueryGen and ResultDivide are

easily understood, am only providedthe details of

The basic idea of EIQREfficient is to construct a algorithms Matrix Construct and Fil&ilter in Alg. 1.

privacy-preserving mask matrix with which the cloud

can filter out a certain percentage of matched file Algorithm 1 The EIRQ-Efficient scheme.
MatrixConstruct (run by the ADL with public key pk)
fori = 1toddo

before mapping them to a buffer. As proven in th

Ostrovskyscheme, the file survival rate is determine set | to be the highest rank of queries choosing Dici
by the buffersi ze b and mthgrefoien “:;: = " "'I’l::_'“

the basic idea of twextensions is that, for éacank i Mii, i) = Eu(1)

a { 0, . . adjuststhe uffer sizb & and 9‘:7{ it

the mapping times _i to makbe file survival rate q i adjust v and 3 aox that fils survival tate is.1

FileFilter (run by the cloud)
for each file F, stored in the cloud do
fori = 1toddo
EIRQ-Efficient Scheme k= jmod r; ¢; = [Ipyer, MIi K]; €5 = ¢

map (¢, e;) 7 times to a butter of size 4

approach 1 ifr.

I

Firstly, should determine the relationship betwee
guery rank and the percentage of matcfied to be
returned. Suppose that queries are classified into 0 Step1. The user runs the QueryGen algorithm to send
ranks. RantO queries have the highest rank and Rankeywords and the rank of the query to #&feL. Since

r queries have the lowest rank. In this paper, simpiye ADL is assumed to be a trustéturd party, this

determine this relationship by allowing Raingueries duery will be sent withoutncryption.
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to thefile content. Thus, the ADL can find out alf o
Step 2. After aggregating enough user queries, theh e files t hat mat c h userso
ADL runs the MatrixConstruct algorithm tsend a keyword searches.
mask matix to the cloud. The maskatrix M is a d
row and rcolumn matrix,where d is the number of Access Privacy
keywords in thedictionary, and r is the lowest query
rank. LetM[l, j] denote the element in thethh row and In the three schemes, the cloud processes the
the th column, and let | be the highest ranlqafries encryptedquery on each file in a collection, and maps
that choose the i th keyword DicJi] ithe dictionary. the processingesult into a buffer, which is encrypted
M is constructed as follows: fahe ith row of Mthat wi t h t b mublidKey. ®he cloud conducts this
corresponds to Dic[i], M[i,1] . . .;M[i,] are set to 1, process for all files inthe same way. Therefore, the
and M[l, rI+1] . . .M[i, r] are set to O, then eachcloud cannot know whicliles are actually returned
element is encrypted underh e A DL 6 s p ufferh thecenckygted buffek. .
For the rows that correspond to Rdrikeywords, the
ADL sets the first i | elementsrather than random r Rank Privacy
__ | elements, to 1. Theeason is to ensure that, given
any Rank file Fj, whenmy choose a random numbern EIRQSimple, the messages from the ADL to the
k, the probabity of all of the kth elements othe cloudare r encryptedjueries, the buffer size, and the
rows that correspo@ & =M jnmagpingkney, whene dis the linforimatign, which leak
which is determined by the highesta n k o fmoreFtha@[8]. Given r, the cloud only knows the
keywords. number of queryranks without knowing how many
users isin each ranknor which users are in which
Step 3. The cloud runs the Fiklter algorithm to ranks. Therefore, RQSimplecan protect the basic
return a buffer that contains a certain percentaige level of rank privacy for a usein EIRQ-Privacy, the
matched files to the ADL. Specificallthe cloud message from the ADL to the cloudaistrow and m
multiplies the kth elements of therows that column mask matrix, where d is the numbefr
correspond t o Fj Gosfornk ejy Wey der dsogebhheéemhe dictionary,
where k ¥4 j mod r. Then, gowers jFjj to cj to obtain maximal value of mappindmes. Therefore, EIRQ
ej, andmaps the @ pair into multiple entries of a Efficient can protect the basic level of rank privacy for
buffer, as in theOstrovsky scheme. Note that, witha user.l will evaluate the consumed energy overhead
Step 2,i can make sure that, for a Ranhfile Fj, the in the cloud to verify the effectiveness of our schemes.
probability of cj being 0 is I=r, and thus thd use No Rank to denote unranked queries under the
probability of Fj being filtered out is I=r. ADL. The summay of the experiment parametease
shown in below Table
Step 4. The ADL runs the ResultDivide algorithm to
distribute search results to each user. Edatents are
recovered as the FilRecover algorithm in the
Ostrovsky scheme. To allothe ADL to distribute

files correctly,i require the cloud to attach keywords
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Parameters

Notation | l\'\'lipth‘-n | Value [ 3 ] R. Ostrovsk y and W. Skeit
f File content INH

Keyword content IKB on StreamingDat a, 66 in Proc. CRYPTC
n I'he number of users 1-100
d The number of kevwords in D 100 233-240.
A The number of keywords in each query | 15
u The number of kevwords in each file 1-5

The number of files stored in the doud | 1,000

The lowest user rank ! [ R.Ostrvy sky and W. Skeith, 60PT
0 Threshold value 0

on StreamingDat a, 66 J. Cryptol ., vV 0
397-430, Oct. 2007.

Tablel: TOWARDS DIFFERENTIAL QUERY

SERVICES IN COST-EFFICIENT CLOUDS [5]
Constructions andPractical Applications for Private

Stream Sear clBEE®SR20EMp.86n Pr oc .

J. Bet hencourt, D. Song,

IV Conclusion
[ 6] J. Bet hencourt, D. Song,
In this paper, proposed three EIRQ schemes basedTgr?hniques forPrivate Stream Searchi
an ADL to provide differential query services whiIeTranS' Inf. Syst. Security, vol. 1Bo. 3, p. 16, Jan.
protecting user privacy. By using our schemes, a uszeor09
canretrieve different percentages of matched files by

specifying queries of different ranks. By further[ 71 Q. Ltiw, €. Tan, J. Wu, an
ePrivate Searching in Clousl, 6 0 J. Parall el

omput., vol. 72, no. §p. 10191031, Aug. 2012.

reducing thecommunication cost incurred on th
cloud, the EIRQschemes make the private searchin%
technique moreapplicable to a cosfficient cloud
environment. Howeveiin the EIRQ schemes, simply[ 8] G. Danezis and C. Diaz, o
Efficiency of Pri vate Search, 66 1| ntol
Res., IACR Eprint Archive No. 024, Schloss

Dagstuhl, Germany, 2006.

determine the rank of eadife by the highest rank of
gueries it matched~or our futurework, will try to
design a flexible ranking mechanisfar the ERQ

schemes.
[ G. Danezi s adkEflicie@ Privaei a z , 06
SearchwithAppl i cati ons to Ratel ess
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