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Abstractd Motivated by the exponential growth andGoogle Apps, Microsoft online), infrastructurésg.,
the huge success of cloud,ewpropose a newAmazonés EC2, E u c aplagforisu s
decentralized access contretheme for secure datato help developersrite applications (e.gAmazonoés
storage in clouds that supportanonymous S3, Windows Azure).
auhentication. In the proposed scheme, the cloud Much of the data stored in clouds is highly
verifies the authenticity of the series without knowingensitive, forexample, medical records and social
the wuser ds i de datai O schemdnetwoeks. sSecorityi andprivacy are, thus, very
also has the added feature of access control in whiafiportant issues in cloud computirig. one hand, the
only valid users are able to decrypt the storagser should authenticate itself befoigitiating any
information. Thescheme prevents replay attacks anlansaction, and on the other hand, it musebsured
supports creation, modification, and reading dathat the cloud does not tamper with the data that is
stored in the cloud. We also address usepcation. outsourced. User privacy is also required so that the
Moreover, our authentication and access contrdioud or other users do not know the ideptdf the
scheme is decentralized and robust, unlike otheser. Thecloud can hold the user accountable for the
aacess control schemelesigned for clouds which aredata it outsources, and likewise, the cloud is itself
centralized. The communication, computation, aratcountabldor the services it provides. The validity
storage overheads are comparable to centralizefdthe user whastores the data is also verified. Apart
approaches. from the technical solutionso ensure security and
privacy, there is also a need for law enforcement.
Keywordsd Access control, authentication, attribute Recently, Wang et al.1] addressed secure
based signatures, attribtb@sed encryptin, cloud and dependableloud storage. Cloud servers prone to
storage Byzantinefailure, where a storage server can fail in
arbitrary ways[1]. The cloud $ also prone to data

I. INTRODUCTION o _
modification and servecolluding attacks. In server

Cloud computing is receiving a lot aktentionin colluding attack, the adversargan compromise

researcHfrom both academic and industrial worldis. storage servers, so that it can modify diés as long

cloud  computing, —users can outsource the.Jars they are internally consistent. To proviskcure

computatiorand storage to servers (also called clouda}ﬂa storage, the dataets to be encryptelowever

using Internet.This frees users from the hassles Olfhe data is often modified and this dynamioperty

maintaining resource®n-site. Clouds can prowdeneeds to be taken into account while designing

several types of services likapplications (e.g., efficient secure storage techniques.
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Efficient search on encrypted data is also arontrol, authentication, and privacy protectisimould

importantconcern in clouds. The clouddaild not be solved simultaneously. We address this prohiem

know the querybut should be able to return thdts entirety in this paper.

records that satisfy thquery. This is achieved by

means of searchable encrypti@h, [2]. The keywords Our Contributions :

are sent to the cloud encrypted, dahd cloud returns

the result without knowing the actuedyword for the The main contributionef this paper are the following:

search. The problem here is that the deteords
should have keywords associated with thereniable
the search. The correct records are returnedwhgn

searched with the exact keywords.

Security and privacy protection in clouds are

being explored by many researchers. Wang et 3l. [
addressed storage security using Re&wblomon

erasurecorrecting codes. Authentication of users
using public key cryptographitechniques has been
in #].

studied Many homomorphic encryption

techniques havébeen suggested to ensure that the

cloud is not able to read the data whgerforming

computations on them. Using

encryption, the cloud receives ciphertext of the data

and performs computations on the ciphertext and

returns theencoded value fothe result. The user is
able to decode the=sult, but the cloud does not know

what data it hasperated on. In such circumstances, it

must be possible faihe user to verify that the cloud
returns correct results.

Considering the following situation: Aaw

homomorphic

1. Distributed access control of data stored in
cloud sothat only authorized users with valid
attributes camccess them.

2. Authentication of users who store and modify
their data on the cloud.

3. The identity of the user is pratied from the
cloudduring authentication.

4. The architecture is decentralized, meaning
that there can be several KDCs for key
management.

5. The access control and authentication are
both collusion resistant, meaning that no two
users carcollude and access t@aor authenticate
themselves, if they are individually not
authorized.

6. Revoked users cannot access data after they
havebeen revoked.

7. The proposed scheme is resilient to replay
attacks. Awriter whose attributes and keys have
been revokedannot write bek stale information.

8. The protocokupports multiple read and write

student, Alice, wants to send a series of reports about onthe data stored in the cloud.

some malpractices by authorities of University X to all

the professors of University X, research chairs of

9. The costs are comparable to the existing

centralized approaches, and the expensive

universities in the country, and students belonging to operations are mostijone by the cloud.

Law department in all universitiés the province. She

wants to remain anonymous while publishing all
In this setion, we propose our privacy preserving

evidence of malpractic&he stores the information in

II. PROBLEM STATEMENT

the cloud. Access control is important in such case, ggthentmated access control scheme. According to our

that only authorized users can access the data.

also important to vefy that the information comes

“s?geme a user can create a file and store it securely in

the cloud. This scheme consists of use of the two

from a reliable source. The problems of aCCeggotocols ABEand ABS, as discussed in Sections 3.4
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ard 3.5, respectivelywe will first discuss our scheme

in details and then provida concrete example to

demonstrate how it works. We refés the Fig. 1. (.% “ﬁ“‘
A

i Access policy
There are three users, a creator, a readerwaibel.
‘iphertext (

Creator Alice receives a token _ from the tegswho | 1. F

Signature

Alice

is assumed to be honest. A trustee can be someone|.
the federal government who manages social insurar
numbers etc. On presenting her id (like health/soci
insurance number), the trustee gives her a token
There are multiple KDCs (here 2)which can be

scattered. Forexample, these can be servers i
different parts of the worldA creator on presenting

the token to one or more KDQ®ceives keys for Figure 1: Our secure cloud storage model

encryption/decryption and signing. In thég. 1, SKs
are secret keys given for decryptionx re keysfor

signing. The message MSG is encrypted under the
access policyX. The access policy decides who car|1D ata Storage in Clouds
access the data stored in the cloud. The creator decides

on a claim policyY, to prove her authenticity andA userUu first registers itself with one or more

signs the message under this claifhe ciphertexC trustees. Fosimplicity we assume there is one trustee.

with signature i, and is sent to the cloud. The clouc-irhe trustee gives a token
verifies the signature and storélse ciphertextC. Y = (tt, Kigsey Koy ),

When a reader wants to read, the cloud sé€hd&the

user has attributes matching with access policy, it there pis the signature arkkbase signed with the

decrypt and getdrk original message. Write proceedtrUStees private key TSig (by (6)Jhe KDCs are

rgeven keys PKi], SK{i] for encryption/decryption and
ASK([i] ; APK]i] for signing/ verifying. Theuser on

in the same way as file creation. By designating t

verification process to the cloud, it relieves the

individual users from time consuming ver|f|cat|onspresentlng this token obtains atiributes and seery

When a reader wants to read some data stored in ftrk(l)em one or more KDCs.
cloud, it ries to decrypt it using the secret keys it

receives from the KDCs. If it has enough attrlbuteshe original work by Maji et al. [24] suffers from

matching with the access policy, then it decrypts thgplayattacks In their scheme, a writer can send its

information stored in the cloud. message and corresignature even when it no longer
has access rights. In osicheme a writer whose rights
have been revoked canroeate a new signature with
new time stamp and, thusannot write back ate
information.

Reading from the Cloud
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When a user requests data from the cloud, the cla
sendshe ciphertext C using SSH protocol. Decryptio /
proceedsusing algorithm ABE:Decryg€, {sk,.}) (1) W

OR
and the messagéSG is calculated / \ (1,0)

AND (1) AND) (1)

OR

Writing to the Cloud :
To write to an already existing file, the user must set ‘1-1’/ \ / \

. . . . o . o (1,1 i
its message with the claim policy as done during fil Studes (0'_“?:',, prof (01.1)?
creation.The cloud verifies the claim policy, and only

if the user isauthentic, is allowed to write on the file. Figure 2. Example of Claim policy

User Revocation We now revisit the problem we stated in the
We have just idcussed how to prevent replay attacksntroduction. We will use a relaxed setting. Suppose
We will now discuss how to handle user revocation. Alice is a lawstudent and wants to send a series of
shouldbe ensured that users must not have the abiligpors aboutmalpractices by authorities of University
to accesdlata, even if they possess matching set &f to all the professors of University X, Research
attributes. For thiseason, the owners should changehairs of universitiexX; Y ;Z and students belonging
the stored data and seoddated information to otherto Law department iruniversity X. She wants to
users. remain anonymous, whileublishing all evidence. All
information is stored in theloud. It is important that
The set of attributes, bossessed by the revoked usessers should not be able to knber identity, but must
U, is noted and all usehange their stored data thatrust that the information is from alid source. For

have attributes U Iu. In [5], revocation involved this reason she also sends a claim messegeh

changing the public and secret keysh# minimalset st at es t hat she Tfslasstudent | aw st

of attributes which are required to decryhe data. counsel or 6 or AProfessor
We do not consider this approach because hea@responding to the claim policy is shown in Fig. 2.

different data are encrypted by the same set of The leaves of the tree consists of attributes and the
attributes, sosuch a minimal set of attributes isintermediary nodes consists of Boolean operators. In

different for differentusers. Therefore, this does nothis example the attributes ard8 St udent , o

apply to our model. Oncehe attributes lu arefiDept fllanw, 0X, 06 fACounsel or .

identified, all data that possess tltributes are policy can bewritten as a Boolean function of

collected. For each such data record, thikowing attributes as

steps are theracried out: Later when a valid user, say Bob wants to modify
any of these reports he also attaches a set of claims

REAL LIFE EXAMPLE which the cloudverifies. For example, Bob is a
research chair and might e n d a ¢c¢laim

at L

Pr o

=13

fRes

chairo or fADepaisthemeeriftdbheado w

the cloud. It then sends the encryptizda to the Bob.

Since Bob is a valid user and has matchittgbutes,
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he can decrypt ahget back the informatiorif Bob Il . RELATED WORK
wants to read the contents without modifyitigem, ABE was proposed by Sahai and Watesk [n
then there is no need to attach a claim. He will be ai@E  a userhas a set of attributes in addition to its
to decrypt only if he is a Professor in University X Olinique ID. There aréwo classes of ABEs. In key
aResearch chair in one of the universities X; Y ;Z Or Golicy ABE or KRABE (Goyalet al. [7]), the sender
studentbelonging to Department of Law in universityhas an access policy to encrypt datawdter whose
X. attributes and keys have been revoked canwrite
Here it is to be noted that the attributes can beloRg stale information. The receiver receives attributes
to several KDCs. For example, the Professotgg secret keys from the attribute authority and is able
belonging touniversity X have credentials given bytg decrypt information if it has matching attributes. In
the university X, and the Ph.D. degree from acjphertextpolicy, CRABE ([8], [9]), the receiver has
University P, the studentounselor might be a the access policy in the form af tree, with attributes
psychologist ~ authorized by  the Canadian a5 |eavesand monotonic access structure with AND,
Psychological Association and assignedeanployee oOR and othethreshold gates.
number by a university, the research chaiem be All the approaches take a centralized approach and
jointly appointed by the universities X, Y , Z atlie  )jow only one KDC, which is a single point of

government. Thestudents can have credentials fromfyjjyre, Chase proposed a multiauthority ABE, in

the university and also a department. which thereare several KDC authorities (coordinated
by a trustedauthority) which distribute attributes and
Reading from the Cloud and Modifying Data secret keys taisers. Multiauthority ABE protocol was

studied [10], which required no trusted authority
Suppose Bob wants to access the records storedyfpch requiresevery user to have attributesfn at all
Alice. Bob then decrypts the message MSG using hise KDCs. RecentlyLewko and Waters proposed a
secret keys using function ABEsecys. Writing  fy|ly decentralized ABEwhere users could have zero
proceeds like filecreation. It is to be noted that theyr more attributes from eachuthority and did not
time is added to the datmo t hat eV gduirelaftrust&iSENRS In all theszses, decryption
credentials are revoked, he canmette stale data in 5 user os end i se. Sopthip ut ati or
the cloud. technique might be inefficient when users access using
their mobile devices. To get over this problem, Green
et al.[11] proposed to outsource the decryption task to
a proxy server, so that the user can compute with
minimum resources (for exang hand held devices).
However, thepresence of one proxy and one KDC
makes it less robughan decentralized approaches.
Both these approaches had way to authenticate
users, anonymously. Yang et al. [3pfesented a
modification of [33], authenticatasers, whowvant to

remain anonymous while accessing the cloud.
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To ensure anonymous user authentication ABEsi r st I nt 61 Conf . Cl pgmd Compu
were introduced by Maji et al.12]. This was also a 157-166, 200.
centralizedapproach. A recent scheme by Maji et a[6] C. Gentry, AA Fully Homomor
takes a decentralized approach and prowdeSc he me, 0 PhD di ssertation,

authentication withoutisclosing the identity of the http://www.crypto.stanford.edu/ craig, 2009.

users. However, as mentionedrlier in the previous [7] A.-R. Sadeghi, T. Schneider, and M. Winandy,

section it is prone to replay attack. ATokBeamsed Cloud PCEomputTihng,do | n
Conf. Trust andTrustworthy Computing (TRUST),
pp. 417429, 2010.
[8] R.K.L. Ko, P. Jagadpramana, M. Mowbray, S.

We have presented a deceniralized acceﬁaarson, M. Kirchberg, Q. Liang, and B.S. Lee,

Trustcloud: A Framework for
which provides userevocation and prevents replayl. rust

IV. CONCLUSION

control techniquewith anonymous authentication,ﬁ

in Cloud Computing, O H

attacks. The cloud doewt know the identity of the HPL-2011-38,  htp://www.hpl.hp.com/techreports/

2011/HPL-2011-38.html, 2013.
user 6s credenti al done irKay[ 9]di ]s_zt r iLthut ixon Lii%

user who stores informatiorhut only verifies the

X. Liang,

decentralized way. One limitation s that thisud Provenance: The Essential of Bread and Butter of

knows the access policy for each record stored in tBea t a Forensics i nProc IFitthy d Comp

cloud. In future, we would like to hide the attributeiCM Symp. Information, Computer and Comm

andaccess policy of a user. Secuity (ASIACCS), pp. 282292, 2010.
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