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Abstract: Providing user security in image processing is the main contribution in present days. Due to this traditionally
developed application is Persuasive Cued Click Points graphical password schema. An inysafidity goal for
knowledge based awghtication system is to support evaluations, and implementation considerations. Traditionally we
develop persuasion to influence user choice in click based graphical passwords encouraging users to select more random,
and hence more difficult to guess, &lipoints presentation process. We propose to extend our existing work for

supporting sound signature processes for higher authentications in integrating security of data for accessing services. Our

experimental results show efficient data security in Iggotess authenticated by the other users.

Index Terms: Usablesecurity AuthenticationgraphicalpasswordsSound Signature.

I. INTRODUCTION

User authentication is a main component of
almost all security applications. The weaknessef
using text basedpassworddor authenticationare well
known and there is a significant body of recent
research exploring the feasibility of graphical
approachesto provide a more secure and usable
alternative.Basedon the studiesshowing that human
brain is best at recdling imagesthan text, graphical
positive identifications are to resolve memory burden
and little password area problem of classical
passwords. Another solution to generate strong
passwords is password managers. These manager
programs can be implementedas plugins to web
browsers and they translate easy to remember and
low-entropy passworddnto strongerpasswordswhich
are immuneto dictionary, attacks.For maintaining the
memorability, the password authentication system

should encouragestrong password. We proposethat

authentication schemes which, allows the user
choice to influencing users towards strongerpasswords.
The taskof selecting weak passwordgwhich are easyor
attackers taPredic) is more tedious, prostateusersfrom
making such choies. Moreover,in the effect of this
approach makes choosing a more secure passwordthe
pathof- leastresistance. It is easier to follow the
s y st esugfestionsfor a secure passworda feature
lacking in most schemes rather than increasing the
burden on users. Using above process in graphical
passwordinteractionwe will introducethe first Persuasive
Cued Click Points and conducteduser studies evaluating
usability and security. This analytical examination
provides a comprehensiveand integrated evaluation of
PCCP covering each usability and security issues, to
prior understanding as is prudent before practical
readyingof new securitymechanismsThrougheight user
studies. In this paper we are introduce the specialized

technique for protecting user data. By controlling the
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patterndesignin datarepresentationusing hotspotsfor
increasingthe usabilityin dataretrieval.ln the proposed

work we have integrated sound signature to help in

recalling the password. No system has been devolved so

far which use sound signature in graphical password

authentication. Study says that sound signature or tone

can be used to recall facts like images, text etc. In daily
life we see various examples of recalling an object by
the sound related to that object enters UBeaind select

one sound frequency which he want to be played at
login time, a tolerance value is also selected with will

decide that the user is legitimate or an imposter. To
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Figure 1: Hotspot verification in authentication
system.

We are interested in the graphical password

approach. Ithas beensuggestedhat graphical passwords

may be lesssusceptible¢o multiple passwordinterference

create detailed vector user has to select sequence Ogince humans have better memory for recognizing and

images and clicks on eacmage at click points of his

choice. Profile vector is created.

Il. RELATED WORK

Text passwordsare the most popular user
authenticationmethod eventhoughit has security and
usability problems. Preference such as biometric
systems and tokens has their own drawbacks. The
extensionimplementedis userfriendly and provides a
more secureuser experience.Considerfor an instance
in our systemit is obviouswhen the plug-in hasbeen
activatedand is awaiting input and thus the solution
alleviates the problems asseiated with incorrectly
assumedstate of the system.With any authentication,
systemthereis a risk of memory interference,where
users are expectedto recall information to log in.
Multiple passwordnterferenceoccurswhen usersmust
remember passwords for many systems and the
memoriesof the different passwordsnterferewith each
other. Studieshave shown that userstypically create
reuse these

easyto-guess text passwords and

passwordsacrossseveralaccounts.

recalling imagesthan text.

Cuedrecall: Usersidentify and targetpreviously selected
locations within one or more images.PCCP is stronger
againstpassworeguessingattacks thanother click-based
password systemsand maintainslogin times and success
ratescomparabldo text passwords.
PersuasiveTechnology: Persuasivel echnologywas first
articulatedby Fogg as using technologyto motivate and
influencepeopleto behavein a desired manner.Persuasive
Technologyshould guide and encourageusersto select
strongerpassvords i.e. an authenticationsystem,but not
impose system generatedpasswords.To adequate,the
usersmust not ignore the persuasiveelementsand the
resulting passwordsmust be memorable.As mentioned,
the PCCP accomplishesthis by making the task of
sdecting a weak password more tedious and time
consuming. The pathof-least resistancefor usersis to

selectastrongetpassword.

IIl. EXISTING APPROACH
PersuasiveCued Click-Points (PCCP): We investigated
whetherthe systemcould influence users to selectmore

randomclick-points while maintaining usability The goal
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wasto encouragamore securebehaviorby making less
securechoices(i.e., choosingpoor or weak passwords)
more time consuming and awkward. In effect,
behaving firmly became the safe pathof-least
resistance The viewport is positionedindiscriminately,
instead of specifically to avoid far-famed hotspots,
since suchinfo may allow attackersto improve guesses
and could causethe formation of recenthotspots.We
evaluated the usability of PCCP through several
performance measures. We compared PCCP, the
resultsin context, to the other authenticationschemes
tested under similar conditions. Statistical analysis
was used todeterminewhetherdifferencesin the data
reflected actual differences between conditions or
mightreasonablyaveoccurredoy chance.
IV. PROPOSEDAPPROACH

A passwordauthenticatiorsystemshould encourage
strong passwordswhile maintainingmemorability. The
proposed authentication schemes allow user choice
while influencing users toward stronger passwords.
Our scenario says the task of selecting weak
passwordgwhich are easyfor attackersto predict) is
more tedious, prostate users from making such
choices.Moreover,in the effect of this approachmakes
choosing a more secure password the pathof-least
resistance. It
suggestiongor a securepassworda featurelacking in
most schemesrather than increasingthe burden on
users.Ratherthan increasingthe burdenon users.lt is
easierto follow the s y s & sugp@stiondor a secure
password a feature lacking in most schemes.The
PCCP approaclis to createthe first persuasiveclick-
based graphical password system, PersuasiveCued
Click-Points (PCCP).
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Figure 2: Points object detectionin cuedclicks.

As shown in figure we are finding out the efficient
image interaction based on the features presentin the
image. Decreasingthe patterndifferencein each image
basednhotspotsnvariance.

Shuffles:

During password creation, PCCP users may press the
shufle button to randomly reposition the viewport. For
click-points across users, fewer shuffles lead to more
randomization.The shuffle button was used moderately.
Consider the example since PCCP Lab passwords
involved five imagesandthe mean numberof shufles per
passwordwould be 3 < 5 =

15. PCCP Lab study users who shuffled a lot had

higher login successratesthan those who shuffled little

is easier to follow the syst eméd's

andtheresultwasstatisticallysignificant.

Varying System Parameters: Mean times for each
condition are generaly elevatedcomparedto timesin the
studieswith smaller theoreticalpasswordspaces.In time
taken, to create a password,there is no clear pattern
emergesA generalincreasein times can be seenin both
the login and recall phasesas more click points or larger
images are used. The participantstook much longer to
reenter their passwords after two weeks (recall) as
expected, reflectinthedifficulty of thetask.

Usability Results: Overall, PCCPhassimilar successrates
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to the other authenticationschenes evaluated (CCP,
PassPoints, and text). PCCP passwordentry takesa
similar time to the other schemesin the initial lab
sessions.The results indicate longer recall times for
PCCP when recalling passwordsbeyond the initial

session. The more shuffled users had significantly

higher success rates in the PCCP Lab study.

Howeverthe difference in successratesbetweenhigh

Figure 3: System Architecture

he

and low shufflers was not statistically significant for Firstly we need to enter t
the two-week or web studies. In additional, users  are correct then system will allows user for next level of
reported favorable opinions of PCCP in posttask  |ogging. In next leel user required to enter thelume
gquestionnaires. level, if volume level is correct system will allows for next

Pattern-based attack: The proposedattackson Pass  authentication level. In last stage of logging user need to

Pointsis an automatedpatternbaseddictionary attack enter correct video timing.

that prioritizes passwordsconsisting of click-points level, Video timing) are incorrect thesystem will go in

orderedin a consistentorizontaland vertical direction halt state for next 12 hours. After completion of 12 hours
(inClUding Straight lines in any direction, arcs, and reboot again and user can try for up|oading and

step patterns),but ignoresany image specificfeatures  gownloading of data by entering correct password for all

suchashotspots. stages.
Sound Signature Patterns We have integrated sound

signature to help with the password. No system has been V. EMPIRICAL RESULTS

devolved so far whichuses sound signature and In this sectionwe describethe comparativeresults
graphical password authentication. Study says thatpetweenpersuasivecued click point interactionsin each
sound signature or tone can be used to add facts likemage.we are designing thaserinterfacefor accessingin
images, text etc. Our idea is inspired by this novel gccount.In that, every user interactswith usernameand
human ability. Research says that human can remembepasswordiescriptionfor as normal user login in various
images as welas sound tone easily; by applying this applications. Only differenceis that, in this requirement
method we design our project so it will provide more e are introducing the graphical passwordsinstead of
security. Observed that all student who were registerediext passwordsin text passwordssecurity considerations

entered their graphical password and video sound clip gre less becauseevery known user can accessprevious

and it will be more secured from their pointvigw it is userlogin details.However,in graphical passverd we are
very good for Graphical and sound clip password jntroducingpatternimagewith hotspotsbasedon the user
authentication system. known history. User history can be stored in image

featuresof presentedmageformulation.
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