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Abstract: Accessing services using cloud computing is a major aspect in present irbttagssensitive

data with suitable process with service providers and other worried and unworried functionalities for users

designing aspects. Anovementtowards i mu-t kt ouds o or i n

ot her weof-d s ,

clouds has emergedrecently and a systemthat employs Byzantine protocol for secret sharing has been

constructed We aim to equip Depsky frameworkto supply a securecloud databasethat will guarantee

to preventsecurity risks facing the cloud computing community. In relation to data intrusion and data

integrity, like Depskywe distributethe dataand metadatanto different cloud providers,and we apply the

secret sharingalgorithm on the storeddata in the cloud provider. Insteadof using plain secretsharing

using public key cipherswe employS h a msgecréisharingalgorithm. Hence,replicatingdatainto multi-

cloudshy usinga multi- sharetechniquemayreducetherisk of dataintrusion andncreasedataintegrity.

Index Terms: Cloud ComputingPata security cloudfepsky framework,Cloud Provider.

I INTRODUCTION

Small andmedium companiesuse cloud computing
servicesfor various reasons, includingpecausehese
servicesprovide fast accessto their applications
and reduce their infrastructure costs. Cloud
providers should address privacy and security
issues as a matter of high and urgent priority.
Dealingwi t h fcd iorpgiViders is becoming
less popular with customers due to potential
problemssuchas serviceavailability failure andthe
possibility that there are malicious insidersin the
single cloud. In recent years, there has been a

movetowardsit mu | t i

ficl-oaofd | ouwhicld is a solution to the

maliciousinsiderproblem.

Figure 1. Cloud computing architecture with

fid Inat ledrar &c,| o u d o Services.
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will not have any knowledgeof vs (vsis the secret

value). In other words, hackersneed to retrieve all

As data and information will be shared . . .
the information from the cloud providersto know

with a third party, cloud computinguserswant to .
party puting the real value of the datain the cloud. Therefore,

avoid an uwtrusted cloud provider. Protectin ) , N
P g if the attacker hacked one cloud pr ovi der 6s

rivate and important information, such as credit . .
P P passwordor eventwo cloudp r o v i passwdds,

d detail t i medicad dsf
cardgetaisorapatt m recordsirom they still need to hack the third cloud provider

attackers or malicious insiders is of critical . .
(in the casewherek = 3) to know the secretwhich is

importance. Address three security factors that )
the worst casescenario.

particularly affect single clouds, namely data

integrity, data intrusion, and service availability ’ RELATED WORK

using multi clouds. Technically Depsky systems . . L
A schemeprogressiveelliptic curve encryption is

contain follows: . .
presentedn that used multiple encryption keys to

Byzantine protocol - to integrate . .
T By P 9 encrypt a part of data multiple times such that

different clods final cipher can be decryptedin one run using

1 Secret sharing - between different
clouds, cloudproviderandclouduser.

1 Cryptography- for securingcontent.

single key. This schemeis basedon public/private
key cryptography and consumersof application

managecryptographicprivate keys. Furthermore N

Multi-clouds have the ability to re-encryptionwill be requiredfor N usersin caseof
decreasesecurity risks that affect the cloud singledatapiecesharing.
computinguser. A scheme on distributed key
This framework will - apply Multi-clouds managements proposedin [5], which uses RSA
and the secretsharing algorithm to reducethe risk algorithm for encryption/decryption. The main
of dataintrusion and the loss of serviceavailability conceptis to split key in multiple partsand divide
in the cloud and ensuredataintegrity. In relation to amongthe group of usersif all userswork on same
data intrusion and data integrity, like Depsky we text, a cipher text can be generatedthat will be
distribute the data and metadatanto different cloud equal to the cipher generatedby actualkey.
providers,andwe apply the secretsharingalgorithm Strong Auth has Strong Auth Key
on the storeddatain the cloud provider. Insteadof Appliance in that usesthird party library to develop
using plain secretsharing using public key ciphers an enterpriseKey managementnfrastructure,which
we employ S h a misecrétsharing algorithm. An support the services of public key infrastructure
intruder needsto retrieve at leastthreevaluesto be (PKI) as well as provides symmetric key
able to find out the real value that we want to hide managementibraries. However, this library doesnot
from the intruder. This dependson S h a misecréts includeanyfeaturesthatcan securelynanagekeysat
sharing algorithm with a polynomial function cloud platform. It requiresa separateserverfor key
technique which claims that even with full storageand compromiseof this server can create
knowledgeof (k 1 1) clouds, the service provider bottleneckior key security.
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It issue public, private key pairs for each
user and maintain Access Control List (ACL) to
enforce authorization.Public key repository for all
users is maintained on cloud and any one from
systemuser canaccesst but cannotdecodeit (asall
private keys are maintaining by server). Users use
their private key to encryptany requestand upload
the cipher on cloud. Other userswho require the

datamakea requestto cloud controller.

Hacigumuset al. discussesa method for
executingqueriesover encrypteddata, at the service
p r o v isitee and suggestssplitting a query into
two parts,namelythe serverqueryand client query.
The serverqueryis executedover the encrypteddata
at the service provider and the other part over the

resultsof serverquery,atthe clientside.

[l BACK GROUD WORK

Data stored in the cloud can be
compromisedr lost. So, we haveto comeup with a
way to securethose files. We can encrypt them
beforestoringthemin the cloud, which sortsout the
disclosureaspectsOur goalis to divide somedataD
(e.g.,the safecombination)into piecesD1, D2...,Dn
in suchawaythat:

1. The Knowledgeof any k or more Di
piecesmakesD easilycomputable.

2. The Knowledge of any k i 1 or
fewer Di piecesleavesD completely
undetermined(in the sensethat all
its possible values are equally
likely).

This schemeis called (k,n)threshold
scheme. If k=n then all participants are

requiredto reconstructthe secrebriginal data.

outsourcing repair

5 m o

N ’

- /
\ retrieval
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complete copy. Clouc servers Data user

Figure 2: Cloud data storagearchitecture.

The essentialidea of Adi Shamir's
threshold scheme is that 2 points are
sufficient to define a line, 3 points are
sufficient to define a parabola,4 points to
define a cubic curve and so forth. That is, it
takes k points to define a polynomial of
degreek-1.

V. PROPOSED WORK
Security in cloud servicesis based
on the following:
1 Strong network security is possible
aroundtheservicedeliveryplatform
Logs need to be carefully constructedto
appraisalthe actions of their systemadministrators
and other restrictedusersor risk producingreports
that mix eventsrelatingto different customersof the
service. In proposedsystem, replicating data into
multi-clouds by using a multi-sharetechnique [9]
may reducethe risk of dataintrusion and increase
dataintegrity.
(a) DepskySystemModel Architecture:

The Depsky system model contains three parts:
readers,writers, and four cloud storage providers,

where readersand writers are the clientZs tasks.
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Bessaniet al. explainthe differencebetweenreaders
and writers for cloud storage. Readerscan fail
arbitrarily (for example,they can fail by crashing,
they canfail from time to time andthendisplayany
behavior)\whereaswritersonly fail by crashing.
I

/

Figure 3. Depsky System Model

Architecture.
In many applications for clients in cloud
computing. To maintain our data in cloud
computing, it may not be fully trustworthy
becauseclient doesn'thave copy of all stored
data.But any authorsdon't tell us dataintegrity
through its user. So we have to establish
proposedsystemfor this using our datareading
algorithm to check the integrity of data before
and after the data insertion in cloud. Here the
security of data before and after is checkedby
client with the help of CSP using our "effective
automatic data reading algorithm from user as
well as cloud level into the cloud" with

truthful nesso.

V. CONCLUSION

In relation to data intrusion and data
integrity, we apply the secretsharing algorithm
on the storeddatain the cloud provider. Instead
of using plain secret sharing using public key
ciphers we employ S h a mi secées sharing
algorithm. An intruder needsto retrieve at least
three valuesto be ableto find out the real value
that we want to hide from the intruder. This
dependson S h a miseci@tsharing algorithm
with a polynomial function technique which
claims that evenwith full knowledgeof (ki 1)

clouds, the servicgrovider will not have any

knowledge of vs (vs is the secret value.
Therefore, if the attacker hacked one cloud
pr ovi dasswbrd or even two cloud
pr o v i phsswodds,they still needto hackthe
third cloud provider(in the casewherek = 3) to
know the secret which is the worst case
scenarioHence replicatingdatainto multi-clouds
by using a multi-share technique may reduce
the risk of data intrusion and increase data
integrity.
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