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Abstract: Modern information technology is fine grained data access PHRs from semtrusted
increasingly used in healtare with the goal to cloudof our proposed scheme.

improve and enhance medical services and to reduce
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. . . rained data accesdpud computin
become an important issue for the patients over the g ° puting

world, which enables edemand health data access . Introduction

patients, hospitalgpharmacologistsemergency and

other authorized peopleOutsourcing PHRs to a The application of information technology  to

secure cloudand providing accessibility, gains the healthcare has become increasingly important in

popularity recently with the advent of cloud many countries in the recent years. As on several

computing technology. The confidiality of PHR is applications has beerenvisaged in electronic

a majorproblemwhen patientsusecommercial third healthcare (éhealth), e.g., electronic health records

party cloud systemsto store their health data. [1, 2 and 3], accounting and billing [4], medical

Traditionalaccessontrol mechanismsuchasRole- research, and frading intellectual property .In

BasedAccessControl, have several limitations with particular - Personal Health Records(PHRs) are

respect to enforcing access control policies and believed to decrease costs in Hiezdre and to

ensuringdata confidentiality. In this paper, we are improve personal health management in general.

concentrating on implementinfijne-grained access o .
9 P ne-g Healthcare organizations also must comply with

over PHRs of untrusted cloud environments multiple standards and regulations regarding patient

address the access security probleins order to data privacy, including those issued by the Joint

provide the assured security overudoPHR data to Commission, the Health Insurance Portabilépd

users, patient fvate key based encryption is Accountability Act (HIPAA), and individual states.

introduced which is an advanced technology of Accordingly, they are implementing methods to

attribute based encryption. Our scheme also enables monitor and report access to critical systems and

dynami c modiycation of aiftSrmiation. In %d)diltioln,ctﬁeye rsecogn(?zre theynéeg to

attributes, s-depana user/atbue f y ¢ Icrgart]etandOer'ﬁ‘orce security policies to proteciceri

revocation and breafflass access under emergenc . - .
4 gency endpoints, such as databases containing sensitive

scenarios. Extensive analytical and experimental data, like protected health information (PHI), as well

resulis are presented which show thaiségand as electronic medical records (EMRs), and Personal

Health Records (PHRS).
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Recent researches shows that nearly 20% of Fortune AR S W
1000 organizationsutsource at least some portion of

their storage management activities [6]. Apart from :f'

business data, there is also an emerging trend in
Personal Health Hm orgs

personal data outsourcing. People are demanding . ... .,_-”\». (PHRS) Mansoes PHR
more storage space from service provider for various
reasons: data bagkusharing photos and videos with ves healh g

family and friends or even to manage their Personal  Heakh Care Provider Consumer using PHR

Health Records [PHR].
Figurel. Patient Health Record Management System

One of the biggest challenges raised by data storage
Several schemes haveeen proposed to partiall
out sourci ng i s Expesingpersooahy dent ?alety prop P y
. ) address the above problems. The basic idea is to
valuable information to outsiders poses huge risks.
i divide the cryptographic component between the
Cloud Manager may trust a Cloud Storage Service
. . . client and the server. Thelient performs the data
Provider 6s (CSSP) reliability, avallability, fault
encryption/decryption and manages keys. The server
tolerance and performance; Customers cannot trust
) i processes encrypted search queries by carrying out
that the CSSP is not going to use the data for other
N some computation on ,tttmc\:l?lpted data. T,he server
purposesFr om t he customersd pol nt of

Iearns nothl about the ke s or the Ialntexts of

hard to ynd a trusted servi grOV| y t phost their
. i neltherdatanor the queries, WhICh Ieads return the

dat a. From the SSPs6 point of vVview, as |l ong as they

: . . In-correct results.
cannot dispel the concern, they will lose potential

customers. In this paper, we are concentrating on implementing

, fine-grained access over PHRs of untrusted cloud
Another common approach to provide dat
, . . . environments to address the access %curi
conydential ity i s cryptography. Server si d
o , ) problems. In order to provide the assured security
encryption is not appropriate when the server is not
) over cloud PHR data to users, patient private key
trusted. The client musencrypt the data before
. based encryption is introduced which is an advanced
sending it to theCSSP and later the encrypted data
) L technology of attribute based encryption. Our scheme
canbe retrieved and decrypted by the clie@tient
) ) al so enables dynamicciemodi ycat
side encryption leads to several problems at cloud
o ) ) or yl e attributessdemaadupports
server side likéf a client wants to rigieve documents
. i user/attribute revocation and bregllass access under
or records containing certain keywordse cannot
i i . emergency scenarios. Extensive analytical and
keep the data incomprehensible to servers thait gency n
o L o experimental results are presented which show the
administrators while @&ciently retrieving the dat _ _ )
. security and fine grained data access of PHRs from
We can see the general Patient Health Record .
) semi-trusted cloud of our proposed scheme.
Management system from the below figurel.
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We propose mechanisms for key distributiand
encryption so that PHR owners can specify
pes o nal i -grainkd rplebased access policies
during yle encryption. In the personal domain,
owners directlyassighaccess privileges for personal
usersandencrygt PHR yl e under i
Furthermore, weenhance MAABE by putting

forward an oeflejnand eserdattricute d
revocation scheme, and proves security under

standard security assumptions. this way, patients

have full privacy control over their PHRs.

We propose a novel ABbased framework for
patientcentric securesharing of PHRs in cloud
computng environments, undetthe multitowner
settings. To adress the key management challenges,
we conceptuallydivide the users in the system into
two types of domainspamely public and personal

domains.
1. Related work

Planning to utilize the latest technologiesin the
healthcarandustryis animportantstrategyfor many
healthcare organizations to enhance healthcare
servicesand reduce operations costs [7 ahdT®ere
is a high increasein the demand on healthcare
services whilethe shortagesn qualified healthcare
professionals such as doctors, nurses andwydzsts
form one of the toughest challenges confronting

healthcare providers

Oneof the challengedacing the utilization of Cloud
Computing for PHRandthe mostimportantas wél
as is security and privacy. Accordingo the
European Commissior®] : afi touantriestrustin
e-health systermby both citizens and professionals

hasbeenidentified asoneof if notthe key challenge.

t

Privacyis recognized ashe mostsensitive aspect of
e-health records s y st e ms . thhis important
remark,we highlightand analyzea numberof current
proposed security and privacy solutions in PHR
Cloud.

s data attributes.
Cloud Computing for PHR: Cloud computing is an
emerging commercial model that allows

organizations to eliminate the need to maintain in
house higkcost hardware, software, and network
infrastructures. It also reduces or even elimingtes
high-cost of recruiting technical professonals to
supportand operatethe in-house infrastructures and
IT solutions. Through the use of virtualization and
resource timesharing, the Cloud offers diverd@
solutions as owemand services for different
organizational need# is designedo be fexible and
scalable thus allowing clients to increase the
capacities of their existing system without investing

in newinfrastructurecomponents.

The special type of CC that is used for improving
patient care is called-ldealth Cloud and it provides
opportunities to solve some of the current limitations

facing PHRdata management are:

U High costof implementingand maintaining
PHR

U Fragmentation oPHR data andhsufficient
exchange of patient data,

0 Lack of regulations/laws mandating the use
and protection of electronic health care data
captureandcommunication

U Lack of eHealth Cloud design and

development standards

Moving to the Cloudbased solutios, it is possibleo

find better waygo resolvetheseissues and provide
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more efficient and cost effective solutions. In Health Cloud. Assuch services are distributed and

addition to providing independent peealthcare may come from anumber of Cloud providers, the

provider solutions, the PHR Cloud also has the chance of havindaulty or incorrect data or services

potential to support collaborative wok among can increase.

different healthcare sectors through connecting

Data Management: Huge numbers of medical
healthcare applications and integrating their high g g

i , records and images related to millions of people will
volume of dynamic and diverse sources of

. . . . be stored in e-Health Clouds. Thedata maybe
information. Dispersedhealthcareprofessionalsand

. . ) replicated for high reliability and better access at
hospitals will be ableto establish networkso P g Y

. . . different locations and acrosdarge geographic
coordinate and exchangeinformation more

- distancesMost medicalapplicationsrequire secure,
efficiently.

efficient, reliable, and scalableaccessto the medial

Challenges in PHR Cloud records.

Although the PHR Cloud could provide valuable Scalability: hundreds of healthcare providers with

benefitsto the health careindustry, it unfortunately
inheritsthe majorchallengesf HIT and CCtogether
andadds more weighb these challengeasit is used
to storeand processsensitivemedicaldata.Here we

summarizethe technical[10] and nontechnical[11]

millions of patient records could be handleddrye-
HealthCloud, which is only achievabldf andonly if
the servicegrovidedare scalable. Thability to scale
(grow while maintainingacceptable performancé
one of the mostimportant factors in providing

challengegparticularlyfacedby the PHR Cloud. successfutloud services Cloud scalabilityis mainly

enabled by increasing the capacity and number of IT

Availability: Most healthcare providers require high
resources such as compute nodes, network

availability of the eHealth Cloud servicesService . . - .
connectionsand storageunits and providing suitable

and data availability is crucial for healthcare )
operationabnd managemefacilities.

providers who cannot effectively operate unless their

applications and patient s dll.daFineGranedeData VAecéss €dnttoekover The e

Health Qoud services should be available Personal Health Records

continuously with no interruptions or performance

. The PHR dataauthorization framework in this
degradation.
section addsanot her | -grgireed pivacy y ne

Data/Service Reliability: using the cloud for an protection beyond the derlying cryptographic

important application like e-Health Cloud requires mechanisms sl to enforce encrypteskarch or data

assurances of goodeliability for the provided access controlBasic fi p a t-cieennttr i c 0 framew

services. Al e-Health Cloudservices and data must [12] for controlling data access to encrypted PHR,
be erroffree. Some important decisions regarding  which is complementary andompatible with this
single human or society healtlbcan be taken framework.

dependingon the dataandservicesprovidedby the e-
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To cope with the tough trust issues andettsure be ofpine most of tHBPA ti me;
patientsd control over t hrns DelegateCap topdelégateative ycgpabilitigs pflitself n g
dataencryption on patient s 6to Prdmberd anc ismlecalt domaim.e A odelegated
outsourcing has been proposed as promising capability mustbe nore restrictive than its original

solution, which has been adopted by recent one.

researche$2, 6 and 9];With encrypted PHR data,

one of the key foctionalities of a PHR system
keyword search becomes an easply challenging
issue. Fist we need to support frequbntused Central Trusted Authority (TA)

complex query types in practice, while presending Capability distribution (1)

privacy of the query keywordsFor example, a -

; ot : o Local trusted :
patentmay want Elow patierds wihuthie f authorities (LTA) : i’
same disase and symptoms in order to make new Ra“g:;;”‘ —

. . . ? Hasith

connections, by submitting a query like N o copatilty dabspaton (B
f(20<age<30) AND ANB e x =f
(i1l ness=fndi abeteso)o. Al s er may
guery a PHR database using the following: (age>50) User} Userz UsorN
AND (region=iAiMassachusettso) AND

(il lness=fcan ofebooean. fornlasi s ¢ |Fig 2. Eine Grained PHR Access Architecture

feature conjunctions among differekite y wo r d -y e\/{/hgnsa user requests a capability for query b Q from

and we will refer to them as multimensionamuilti- an LTA, the LTA checks whether a user either

keyword search. actually possesses the -tédbute value set W

31 PHR Data Access Architecture underlyingthe b Q,orifiel i gi bl eduesf or t ho

One way to achieve this is to maintain a database of

Basically, since thewners do not directly interact attribute values for al |l Us €
withusers in the public domadmbin, with et ®lreikatieh e0 Wikelrs® r eal
trust to theTA and LTAs who are in charge of illness=fidiabiegiesb® amndri bute
authorizingpuberibéges.ar WhihejdofeBathal ieeds (e.gi | | ness=fdi abet e
hierarchical relationShip between tAA& and LTAs authoized to a researcher who is Smized in

(Fig. 2, which may havetamost L levelswhere the studying diabetes). Alternatively, the LTA can issue

TA is always at the top (1st) level; the hierarchy can  to each user in its domain a set of credentials

be mapped into any tree t@m@lgaeYsePsynatthepitecalal ue

d o maaf and.TA to be the set of lowdevel LTAs those credeiuls upon arequest for capability. In
and users directlgoverned by it. The TA runs Setup, order to prove its authorization cm capability, a
and distributes sne basicsearch capabilities via TA/LTA can issue an identithased signatur§li]
GenCap to each 2nd level LTA, aftéis the TA can on each capability it generated/delegated. The server
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hasto verify that a received capability has a valid profesional roles/data types. Owners encrypt their

signatue from a registered LTA before performing PHR data under a certain accpséicy (or, a selected
search for a userThe rules of delegating search set of attributes), and only users that possess proper
capabilities by the TA/LTAgo0 their local domains sets of attributes (degmption keys) are allowed to

can be predeyned bapidethjh e Tgdin readvdrdess to thasedata.

existing healthcare laws or regulations. The owners

o Second, we divide the users in the whole PHR system
who care aboutheir privacy should read the rules

, , i into multiple securitydomains (SDs), and for each
aboutaut hori zati on yr st before pregﬁjglterls&g)?n t%e

. . SD we introduce am or more authorities which
system. The abovecaptures the hierarchical

) . . ) gowvern attributebased credentials for users thin
relatonship of access privileges pkrsonnel in the

that SD. There are two categorie$ SDs: public
realtworld, and since the authorization taskse 9 P

L domains (PUDs) and personal domains (PSDs). Each
distributed to each.TA, the system becomes more ( ) P ( )

owner is incharge of her PSD consisting of users
scalable.

persondy connected to her. A PUD ually contains
3.2 PHR Security Model a large number of professional users, and multiple

public attribute authorities (PAA) that distributive

In this paper, we consider honest but curious cloud - .
governs a disjoint subset of attributesrémove key

serveras those in [3] and [6That means the server
escrow. An owner encrypts her PHR data so that

wi || tr t o sgcredinfoomation imthe mu c h
y v authorized userfom both her PSD and PUDs may

stored PHR yl ethey ail homestlg si bl e, b u
y y Pesy read it. In reaﬁty, each PUD can be mappedan

follow the protocol in general. The server may also : , .
P ¢ y independent sector in the society, suchtlzs health

collude with a few maliciousisers in the system. On . .
care, education, gevnment or insurance sector.

the other hand, some users will also try to access the ) )
Users belonging to a PUD only need to obtain

yles beyond their privileges. For example, a i ) ) .
y y P g P credentials from the corresponding public auttiesi

harmacy may want to obtain th@escriptions of
P y y e P without the need to intact with any PHR owner,

atients for marketin and boostin i ts royts. To do
P g WhICPI gteatFy reduce% the key maﬁagemgnt overhead
so, they may even collude with other users. In
of owners and users.
addition, we assume each party in @aystem is
preloaded with a public/private key pair, and entity V. Conclusion
authenticationcan be done by challgeresponse
In this paper, we have proposed a novel framework
protocols.
of access control to realizatientcentric privacy for
Our proposed framework can solve thisodem personal health records in cloud computing.
well. The key idea is twiold. First, in order to lower Corsidering partiallytrustworthy cloud servers, we
the complexity of encryption and user management argue that patients shall hafegl control of their own
for each owner, we adopt attribtli@sed encryption privacy through encrypting th

(ABE) as the encryptiorprimitive. Users/data are yne-grained access. The framework addresses the

classiyed aheic attrilesy) gucht as  t unique challenges brought byultiple PHR owners
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and users, in that wgreatly reduce the complexity of
key management when the number of owners and
users in the system is large. Wdilize multi-
authority attributebased encryption to encrypt the
PHR data, sahat patients can allow access not only
by personal users, but sal various usersrom

diaerent public domains with @éerent professional
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