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Abstract — Although data deluplication brings a lot low costs. As cloud computing becomes prevalent, an
of benefits, security and privacy concerns arise awreasng amount of data is being stored in the cloud
user s’ s e esusceptibledo bathaitsider andand shared by users with specified privileges, which
outsider attacks. Traditional encryption, whilalefine the access rights of the stored data. One critical
providing data confidentiality, is incompatible withchallenge of cloud storage services is the management
data deduplication.in cloud computing i®one of the of the evetincreasing volume of data
important data compression techniques for eliminatinigp mé&e data management scalable in cloud
duplicate copes of repeating data calledatd de computing, deduplication has been a wdhown
duplication, and has been widely used in cloud storaggehnique and has attracted more and more attention
to. To protect the confidentiality of sensitive dataecently. Data deluplication is a specialized data
while supporting deluplication, the convergentcompression technique for eliminating duplicate
encryption technique has been proposed to encrypt ttopies of repeatinglata in storage. The technique is
data befoe outsourcing. To better protect dataised to improve storage utilization and can also be
security, this paper makes the first attempt to formalBpplied to network data transfers to reduce the number
address the problem of authorized dataddplication. of bytes that must be sent. Instead of keeping multiple
Different from traditional deluplication systems, the data copies with the same content-ddlication
differential privileges of users are further catesied eliminaies redundant data by keeping only one
in duplicate check besides the data itself. We alptiysical copy and referring other redundant data to
present several new dkiplication constructions that copy. Deduplication can takdace at either the
supporting authorized duplicate check inhgbrid file level or the block level. For file level de
cloud architecture. Security analysis demonstrates tlfplication, it eliminates duplicate copies of the same
our scheme is secure in terms of the d#fins file. Deduplication can also take place at the block
specified in the proposed security model. As a protdvel, which eliminates duplicate blocks of data that
of concept, we implement a prototype of our proposeacur in noridentical files.
authorized duplicate check scheme and conduct test
bed experiments using our prototype. We show th8pecifically, traditional encryption requires different
our proposed authorized duplicate check esold users to encrypt their data with their own keys. Thus,
incurs minimal overhead compared to normatlentical datacopies of different users will lead to
operations. different  ciphertexts, = making  effuplication
impossible. Convergent encryption has been proposed
Keywords— hybrid cloud Deduplication, authorized to enforce data confidentiality while making -de
duplicate check, confidentiality duplication feasible. It encrypts/decrypts a data copy
with a convergen key, which is obtained by
|. INTRODUCTION computing the cryptographic hash value of the content
Cloud computing providesapparently indefinite of the data copy. After key generation and data
—virtualizedll r esour cthes encrgption, susarss retais the &keyy iandesend ather 0 s s
whole Internet, while hiding platform andciphertext to the cloud. Since the encryption operation
i mpl ementati on det ai | s .is detgrmidistioyands islerived foom dhe dataeconteit,c e
providers offer both highly available storage aniflentical data copies will generate the same
massively parallel computing resources at relativepnvergent key and hence the same ciphertext.
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In this paper, aiming at efficiently solving the problem
To prevent unauthorized access, a secure proof adffde-duplication with differential privileges in cloud
ownership protocol is also needed to provide the proodmputing, we consider a hybrid cloudchitecture
that the user indeed owndet same file when aconsisting of a public cloud and a private cloud.
duplicate is found. After the proof, subsequent usehlike existing data deuplication systems, the
with the same file will be provided a pointer from therivate cloud is involved as a proxy to allow data
server without needing to upload the same file. A usewner/users to securely perform duplicate check with
can download the encrypted file with the pointer frordifferential privileges. Such architecturis practical
the server, whichcan only be decrypted by theand has attracted much attention from researchers. The
corresponding data owners with their convergent keydata owners only outsource their data storage by
Thus, convergent encryption allows the cloud tatilizing public cloud while the data operation is
perform deduplication on the ciphertexts and themanaged in private cloud. A new Deduplication
proof of ownership prevents the unauthorized user $gstem supporting differential duplicateheck is
access the file. proposed under this hybrid cloud architecture where
the SCSP resides in the public cloud. The user is only
allowed to perform the duplicate check for files
However, previous deuplication systems cannotmarked with the corresponding privileges.
support differential authorization duplicate check,
which is important in many applications. In such an
authorized deluplication system, each user is issued a Il. SYSTEM MODEL
set of privileges during system initialization Edidb
uploaded to the cloud is also bounded by a set l@§brid Architecture for Secure Deduplication:
privileges to specify which kind of users is allowed t@t a high level, our setting of interest is an enterprise
perform the duplicate check and access the filasetwork, consisting of a group of affiliated clients (for
Before submitting his duplicate check request faxample, employees of a company) who will use the
some file, the user needs to take this dikel his own S-CSP and store data with -deplication technique.
privileges as inputs. The user is able to find k& this setting, deluplication can be frequently used
duplicate for this file if and only if there is a copy oin these settings for data backup and disaster recovery
this file and a matched privilege stored in cloud. Fapplications while greatly reducing storage space.
example, in a company, many different privileges wikuch systems are widespread and are often more
be assigned to employees. dnder to save cost andsuitable to user file backup and synchronization
efficiently management, the data will be moved to thepplications than rigr storage abstractions. There are
storage server provider (SCSP) in the public cloutiree entities defined in our system, that is, users,
with specified privileges and the <deiplication private cloud and-CSP in public cloud as shown in
technique will be applied to store only one copy of theig 1. The SCSP performs dduplication by
same file. Because obrivacy consideration, somechecking if the contents of two files are the same and
files will be encrypted and allowed the duplicatetores only onef them.
check by employees with specified privileges to
realize the access control. Traditionaldieplication ,
systems based on convergent encryption, althou / user
providing confidentiality to some extent, do not |
support the duplicate check with differentia
privileges. In other words, no differential privileges: —

|
|
1
1
1
|

have been considered in the-digplication based on | : g, StorageProvider (5)
convergent encryption technique. It seems to |, (@=
contradicted if we want to reaé both deduplication -
and differential authorization duplicate check at th
same time.

Contributions

Figurel Architecture of Authorized Deduplication
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The access right to a file is defined based on a set of does not upload any duplicate data to save the
privileges. The exact definition of a privilege varies upload bandwidth, which may be owned by the
across applications. For example, we may define a same user or different users. In the autteatiz
rolebaed privilege [9], [19] according to job Deduplication system, each user is issued a set of
positions (e.g., Director, Project Lead, and Engineer), privileges in the setup of the system. Each file is
or we may define a timbased privilege that specifies  protected with the convergent encryption key and

a valid time period (e.g., 20431-01 to 201401-31) privilege keys to realize the authorized -de

within which a file can be accessed. A user, sagdli duplication with differential privileges.

may be assigned two pri Vi Prvaggee Gloud-Odmpaeed twithr the w®adittbnal—a c ¢ e s S
right valid on 2014010 1 I, so t hat s h eDeduglicatio@ architest@e ia mlyud computing,

file whose access rol e i tis is-@ingweeantityointbducednfdr faailtatngs si bl e
time period covers 201@1- 01. Each privilege is user’'s secure usage of cl ouc
represented in the form of a short megsaalled since the computing resources at data user/owner

token. Each file is associated with some file tokens, side are restricted and thalpic cloud is not fully
which denote the tag with specified privileges (see the trusted in practice, private cloud is able to provide
definition of a tag in Section 2). A user computes and data user/owner with an execution environment
sends duplicateheck tokens to the public cloud for  and infrastructure working as an interface
authorized duplicate check. between user and the public cloud. The private
keys for the privileges are managed by private
Users have access to the private cloud server, a cloud, who answers the file token requests from
semitrusted third party which will aid in performing  the users. The interface offered by the private
de-duplicable encryption by generating file tokens for  cloud allows user to submit files and queries to be
the requesting users. We will explain further the role securely stored and computed respectively.
of the private cloud server below. Users also
provisioned with peruser encryption keys andNotice that this is a novel architecture for data
credentials (e.g., user certificates). In this paper, iBduplication in cloud computing, which consists of a
will only consider the fildevel deduplication for twin clouds (i.e., the public cloud and the private
simplicity. In another word, we refer a data copy to bdoud). Actually, this hybrid cloud setting has attracted
a whole file and fildevel Deduplicion which more and more attention recently. For example, an
eliminates the storage of any redundant files. Actuallgnterprise might use a public cloud servicechs as
block-level deduplication can be easily deduced frorMmazon S3, for archived data, but continue to
file-level deduplication, which is similar maintain inhouse storage for operational customer
to [4]. Specifically, to upload a file, a user firstdata. Alternatively, the trusted private cloud could be
performs the fildevel duplicate chek. If the file is a a cluster of virtualized cryptographic -poocessors,
duplicate, then all its blocks must be duplicates ashich are offered as a service by a thpdrty and
well; otherwise, the user further performs the bloclprovide the necessary hardware based security
level duplicate check and identifies the unique bloclsatures to implement a remote execution environment
to be uploaded. Each data copy (i.e., a file or a blodkyisted by the users.
is associated whita token for the duplicate check. Adversary Model
I SCSP. This is an entity that provides a data
storage service in public cloud. The-CSP Typically, we assume that the public cloud and private
provides the data outsourcing service and stored oud ar e -bbtouhi eehehes§pecific
data on behalf of the users. To reduce the storag#l follow our proposed protocol, but try to find out
cost, the SCSP eliminates the t@age of as much secret information as possible based on their
redundant data via Deduplication and keeps onppssessions. Users would try to access data either
unique data. In this paper, we assume th&S® within or out of the scopes of their privileges. In this
is always online and has abundant storagmper, we suppose that all the file®e sensitive and
capacity and computation power. needed to be fully protected against both public cloud
1 Data Users. A user is an entity that wants tend private cloud. Under the assumption, two kinds of
outsource data storage toetlSCSP and accessadversaries are considered, that is, 1) external
the data later. In a storage system supporting daglversaries which aim to extract secret information as
duplication, the user only uploads unique data batuch as possible from dotpublic cloud and private
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cloud; 2) internal adversaries who aim to obtain more
information on the file from the public cloud and
duplicatecheck token information from the private
cloud outside of their scopes. Such adversaries may
include SCSP, privatecloud server and authorized
users.

Design Goals

In this paper, we address the problem of privacy

preserving deluplication in cloud computing and Popularﬁle

propose a new dduplication system supporting for ,

9 Differential Authorization. Each authorized user Unpopular file Encryption layers
is abe to get his/her individual token of his file to Proposed multiayered scheme
perform duplicate check based on his privileges.
Under this assumption, any user cannot generate V. RELATED WORK

token for duplicate check out of his privileges o8ecure Deduplicain. With the advent of cloud
without the aid from the private cloud server.  computing, secure data -deplication has attracted
1 Authorized Duplicate Check. Authorized user isnuch attention recently from research community.
able to use his/her individual private keys toYuan et al. [$proposed a dduplication system in the
generatequery for certain file and the privilegescloud storage to reduce the storage size of the tags for
he/she owned with the help of private cloud,integrity check. To enhance the security of -de
while the public cloud performs duplicate checkduplication and protect the data confidentiality,
directly andtells the useif there is any duplicate. Bellare et al. §] showed how to protect the data
confidentiality by transforming the predictable
messageénto unpredictablemessage. In their system,
1. PROPOSEDSYSTEM DESCRIPTION  another third partyalled key server is introduced to
generate the file tag for duplicate check. Stanek et al.
In this paper,we enhance our system in securify’] presented a novel encryption scheme that provides
Specifically, we present an advanced scheme diferential security for popular data and unpopular
support stronger security by encrypting the file witdata. For popular data that are not particularly
differential privilege keys. In this way, thesers sensitve, the traditional conventional encryption is
without corresponding privileges cannot perform theerformed. Another twdayered encryption scheme
duplicate check. Furthermore, such unauthorized usiith stronger security while supporting-deplication
cannot decrypt the ciphertext even collude with the § proposed for unpopular data. In this way, they
CSP. Security analysis demonstrates that our systena¢hieved better tradeoff between the efficiency and
secure in terms of the definitionpexified in the seawrity of theoutsourced data. Li et al.][&ddressed

proposed security model. the key management issue in blotkvel de
duplication by distributing these keys across multiple
ADVANTAGES OF PROPOSED SYSTEM: servers after encrypting the files.

1.THE USER IS ONLY ALLOWED TO PERFORM THE  convergent Encryption. Convergent encryption [8]
DUPLICATE CHECK FOR FILES MARKED WITH THE  angures data prieg in deduplication. Bellare et al.
CORRESPONDINGPRIVILEGES, [9] formalized this primitive as messalpeked
encryption, and explored its application in space
efficient secureoutsourced storage. Xu et aB] [also
addressed the problem and showed a secure
convergent encryption of efficient encryption,
3.REDUCE THE STORAGE SizE OF THE TAGs For Without considering issues of the kemanagement
INTEGRITY CHECK. TO ENHANCE THE Security and blocklevel deduplication. There are also several

OFDEDUPLICATION AND PrOTECT THE DaTa implementations of convergent implementations of
CONFIDENTIALITY . different convergent encryption variants for secure de

2.WE PRESENT AN ADVANCED SCHEME TO SUPPORT
STRONGERSECURITY BY ENCRYPTING THE FILE WITH
DIFFERENTIAL PRIVILEGE KEYS.
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duplication. It is known that some commercial cloud[7] S. Bugiel, S. Nurnberger, A. Sadeghi, and T.

storage providers, such as Bitcasa, also deplo$chneider. Twin clouds: An architecture for secure

convergent encryption. cloud computing. In Workshop on Cryptography and
Security in Clouds (WCSC 2011), 2011.

V. CONCLUSION [8] J. R. Douceur, A. Adya, W. J. Bolosky, D. Simon,
In this paper, the notion of authorized datand M Theimer. Reclaiming space from duplicate
Deduplication was proposed to protect the datéiles in a serverless distributed file system. In ICDCS,
security byincluding differential privileges of @ss in pages 61724, 2002.
the duplicatecheck. We also presented several new
Deduplication constructions supporting authorized9] D. Ferraiolo and R. Kuhn. Roleased access
duplicate check imybrid cloud architecture, in which controls. In 18 NIST-NCSC National Computer
the duplicatecheck tokens of files are generated bySecurity Conf., 1992.
the private cloud servewith private kegs. Security
analysis demonstrates thatir schemes are secure in
terms of insider and outsidattacks specified in the
proposed security model. Aspoof of concept, we
implemented a prototype of oproposed authorized
duplicate check scheme and condutestbed
experiments on our prototype. We showibet our
authorized duplicate check scheme incurs minimal
overhead compared to convergent encryption and
network transfer.
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