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Privacy Preserving andSecure Personal Health Record
(PHR) management under Multrowner Settings
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Abstract: With the emergence of cloud computing, it
is attractive for the personal health record (PHR)
serviceproviders toshift their PHR applications and
storage into the cloudn order to enjoy the elastic
resources and reduce the operational ddstvever,

by storing PHRs in the cloudthe patients lose
physical cotrol to their personal health data, which
makes it necessy for eachpatient to encrypt her
PHR data before uploading to the cloud servbrs.
particular,the datahasto be storednacentralserver
lockedby the accessontrol mechanismgndthe data
owner loses control on the data from the moment
when the datais sentto the requester. Therefore,
thesemechanismalo not fulfil | the requirementsof
data outsourcingscenarioswhere the third party
storing the data should not have accdssthe plain
data, andit is not trusted to enforce access control
policies. In this paper, wedescribe a new approach
which enablegprivacy preservingecure storage and

|l ed ng

aforementioned scenarios. A new variant of a

contr ol shari
ciphertextpolicy attributebased encryption scheme
is proposedto enforce patient/organizationahccess
control policies such that everyone can download the
encrypted data but only authorized users from the
social domain (e.g. family, friends, fallow patients)

or authorizedusers from the professional dmain
(e.g. doctors or nurses) are allowed to decrypivi.

achieve this goal byexploiting and uniquely

inthe pat

combining techniques qirivacy preservingttribute
basedencryption (ABE), proxy rencryption, and
lazy reencryption. Our proposed scheme also has
salient properties of
conydent i al ietret keyn acdountalsliey r
under Multi-owner
t hat

and provably secures under existing security models.

user accesgrivilege
Settings Extersive analysis

shows our proposed

Keywords: PHRs, CPABE, Privacy Preserving

Access, secure cloud storadlylti-owner settings.
l. Introduction

Cloud computing is a promising computing paradigm
which recently has drawn extensive attention from
both academia anicidustry. At the same time, cloud
compuing has attracted a lot of attention becaitse
provides storagasaservice and softwarasa-

service, by which software sete providers can

sche;

§Rine%st ReaviRtPakbbygdnynite

computingresources [1]. As such, the PHR providers
are meoe and more willing to shiftheir PHR storage

and application services into the cloud instead of
building specialized data centers, in order to lower
their operational cost. For exampte,o major cloud

platform providers, Google and Microsoft are both
providing their PHR services, Google Health and

Microsoft Healtivault, respectively.

40 | www.ijdcst.com



IJDCST @Feb-March-2015, Issue- V-3, I-3, SW-12
ISSN-2320-7884 (Online)
ISSN-2321-0257 (Print)

While it is exciting to have PHR services in the cloud
for everyone, therare many security and privacy
risks which could impede its wide adoption. The
main concern is abou t he privacy
personal health data and wbould gain access to the
PHRs when they are stored in a cloud server. Since
patients lose physical control to their own e
health data, directly plamy those sensitive data
under the control athe servers cannot provide strong
privacy assurancf, 3 and 4]at all. First, the PHR
data could be leaked if an insider the cloud

provider ds or g a nue zoaheihighn
value of the sesitive personal health information
(PHI. To dealwith the potential risks of privacy
instead of

exposure, letting the PHRervice

providers encrypt patient
give patients (PHRowners) full control over the
selective sharing of their own PHR data. To tisl,

the PHR data shodl be encrypted in addition to
traditional access contrahechanisms provided by
the server [4]. Basically, each patient shall generate
her own decryption keys and distribute them to her

authorized users. In particulahey shall be able to

c hoos e -grainedawayywhieh users can have
accessto which parts of their PHR; for the
unauthorized parties who do not havéhe

corresponding keys, the PHR data should remain

conydenti al

On the other hand, since there are multiple owners,
each user may have obtin keys from every owner
whose PHR he wats to read, limiting the
accessibility since not every patient will be always
online. Yet, in a straightforwardolution where all

the users are managed by some central authority

(CA) insteadof each owner, the CAwill have the

< "i £ ‘;;.-—l ‘i &

ability to ahbtl t he

owners have no full control over their data and their

decrypt

privacy will still be atrisk. While various previous
wdrks praposéde tedigsied for cryptographically
erforced access control to outsoedcdata [46, 7, 8
and 9], they focused on singlewner architecture
which cannot directly solve the above challenges
multiowner scenario in

under PHR system.

Therefore, a new framework for patiergntric
accessontrol suitable for mukibwner PHR sys&ims

is necessary.
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Figure 1. Privacy Preserving and Secure PHR

management

In this paper, wedescribe a new approach which
enables privacy preserving secure storage and
Il ed ng

aforementionedscenariosas shown in figure .1A

control shari iothe pati ent
new variant of aciphertextpolicy attributebased

encryption scheme is proposed to enforce
patient/organizationalaccesscontrol policies such
that everyone can download the encrypted data but
only authorized users from the soc@dmain (e.g.
family, friends, orfellow patients)or authorizedusers
from the professional domain (e.g. doctors or nurses)

are allowed to decrypt itWe achieve this goal by
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exploiting and uniquely combining techniques of
privacy preservingttributebasedencryption (ABE),
proxy reencryption, and lazy rencryption. Our
proposed scheme also has salient properties of user
accesspri vil ege conydeerattkeyal i
accountability undeMulti-owner SettingsExtersive
analysis showshat our proposed scheme is highly

e f y candepnovably secures under existing security

models.

1. Literature Review

In an electronic health record system, patients,
healthcareroviders, and medical devices can upload
health recordgind retrieve and viewhem at a later
time. Furthermore,patients may delegate access
rights and allow family, friendsand designated
healthcare providers to view or to edit paststheir
record. Patients and their delegates may wish to
efficiently perform searches in a unigmanner over

partor all of the record.

Evolution of PHRs. Traditionally, research on
access control in electronic health records (EHRS)
often places full trust on the health care providers
where the EHR data are often resided in, and the
access policieare implemented and enforced by the
health providers. Various access control models have
been proposed and applied, including +osesed
(RBAC) and attributébased access control (ABAC)
[10] . In RBAC [11],
determined based on dfiner roles and the role
speciyc privileges associ
extends the role concept in RBAC to attributes, such
as properties of the resource, entities, and the

environment. Compared with RBAC, the ABAC is

each

more favorable in the context ogalth care due to its
potenti al pbexibility in
However, for personal health recordsHE@s) in
%:Icilud (élolrf]n[()juting{J gn(\a/irronensts, the PHR service
providers may not be in the same trust domains with
the patients Thus patiententric privacy ishard to
guarantee when full trusis placed on the cloud
servers, since the patients lose physical control to
their sensitive data. Therefore, the PHR needs to be
encrypted in a way that enforcemsach patien 6 s

personalized privacy policy.

Patient Data Ercryption: Efficient searching
mechanism should satisfy tHellowing properties:
Search ability, which means the healerver
correctly returns the records which match the query,
and Privacy, which means the patient can perform the
search without revealig any information to the
server (in this waysecurity is still guaranteesbven if
server has been compnised). Thus, we require that
the server learn nothing abowhat query is being
made or about the documents or keyds in the
record. The server shiglionly learn whichencrypted

documents must be returned.

Public Key Encryption: In a public key scheme,
anyone can encrypt data withoudny secret
information. Thus, in a public key PCE systene

can allow anyone to encrypt documents for the
pati'érﬁ‘sefi fe,éa?ld uBI&a& ﬁg?1t§ dornbt%ﬁ‘p?y thd S
ability to read otheffiles in the same category. In
drhchicdl teihs, this miaRs&tMoctord, vicedh® A ©
some othewill be able to upload to a pant's record
without receiving any secret keydowever public

key <hemes tend to bslower, and when we also
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require search ability or hiddenbals, they seem to

have inherent privacy weaknesses.

Privacy loss in search ability There is also a
significant loss in privacy in the public key option:
since anyone caencrypt to any search term, any
party with access to theatient's public key and
history of query trapdoors can udgese trapdoors to
determine what keyword was being searcted he
simply encrypts each possible keyword (using the
patient's public key and tests to see which one

returns amatch.

Symmetric Key Encryption: In a symmetric key
encryption scheme, one must know the dedigp
key in order to encrypt data. Thus, in a symmetric
key encryptiorsystem, anyone ko can encrypt for a
given catgory can also decrypt anfiles in that
category. In practicalterms, this means that the
patient will have to issue an pypriate decryption
key to a doctor or a device for a giveategory
before they willbe able to upload to this cgtey.
Furthermore,he doctor or device will also be able to
read any data in that category. On the other hand,
theseschemes tend to be much mor# @ent and

have strongeprivacy guarantees.

Il . Privacy Preserving and fcurity
managementPHR
I n this sect i oemmodeleanddhery ne

describe thémplementations of thproposedprivacy

preserving and secure PHRheme.
3.1 Current PHR System Model:

A) Trusted Authority (TA) : It generates the public

andsecet key parameters for the privacy preserving

policy. The trusted authority is responsible for
attributes keys issuingrevoking, and updating. It
grants differential accessghts to individual users
based on their attributend roles. Trusted authority
also maintains arnindextable, where it stores the
location of distributed data storage server. Authefiz
healthservice providers (e.g., Hospital, urgent care)

aredenoted as trusted parties.

B) Cloud service provider It provides data
outsourcing services and consists of data selmsals
data service manageFhe main responsibilitpf the

data storage server is to serve and retride¢a

according to authaze d user sd gerwmiceruest .
manager negotiates with health care serpia/ider
to control the access from outside usertht stored

encrypted data

C) Registered user Patient who is registered to the
trusted authority is considered as registered user.
registered user
based access policy and encryptinggeesiive PHR
under t he

cloud-storage.

D) Data-access requesterCloud users who request
s 0 me ae paledithecdataP HR

accessrequester. The privacy preservirgcheme

toaccess

ensures that anydataaccess requester can only
decrypts theencrypted data if and onlif he can

t he s qu t )
successfullycomplete the accegmlicy.

3.2 Privacy Preserving SystemOverview:

We proposea variant of a privacy preservingCP-
ABE schemawherethe patient can encrypt her health
records accordingto an access policy whichas

attributes issued by two trusted authorities: the

43 | www.ijdcst.com

i sattribkes ponsi bl

pr ed e gtoringdat theeo | i c y



IJDCST @Feb-March-2015, Issue- V-3, I-3, SW-12
ISSN-2320-7884 (Online)
ISSN-2321-0257 (Print)

trusted authority (TA1) of the professionaldomain
(PD) and the trusted authority (TA2) of the social
domain (SD). The patieitimselfcould alsotakethe

role of TA2. TAl will authenticate users of the
professional domairand issue secret keys based on
their attributes, whilethe patient might usehe
reputation of the users of the social domain to
generate appropriatecretkeys. For example,using

our solution the patientcan encrypther health data
such that a user who has the attribute General
Practitionerissuedfrom the TAL1 ofthe professional
domain, or the attribute friend issuedby the patient
can decrypt the encrypted data. Our scheme is
suitable for the healthcare setting and has the

following benefits:

AAllows a patientto store her PHR$n a protected
form on an urrusted commercial PHRerversuch
that the access contrgdolicy is fully enforced.The
patient encrypts the health data according to her
access policy such that only the uset® satisfythe

accesgolicy candecryptthe protected data.

AHelpsthe patientto sharesecurelytheir PHRs with
users from different security domains. This is
because the access poliapder which the datais
encryptedcancontain attributes issued from different

trusted authorities.

A Removes the need for the patient to know the
identity of the datarecipient. Thepatient specifies

only the attributesthe recipient needs to have in order
t o dat a.

access patientéos

In the next sectionwe demonstraténow to apply the
proposed scheme to securely manage Personal Health

Records (PHRs)The central issue here is how to

achieve strong privacy guarantee for the owners.
Consider a straightforward apgdition of the CP
ABE schemewhereeach AA in a PUD corresponds
to an organization such as a health care provdao,
deynes al l t he asadnd rumsbant e s
independent ABE systertt.is simple for an owner to
realize complex access policies. If she wants to allow
physicians from multiple hospitals to view oneher

P HR ,gHe ean include multiple sets of ciphertext
components;each set encryptedsing one of the
hospital ds ABE public
authorities(hospitals) misbehave, it can decrygt
the data of owners who allow accesaugers in that
hospital. This is clearly against the patieentric
privacy concept.In addition, this method is not
egcient since the policies for the three hospitais

duplicated, which makes the ciphertextdo

Cloudicentral Moruge

ellealth servic
provider

Duta requester
Patiemt

Phase-8

Figure 2. Data Access Policy flow architecture

To solve the above problems, we adopt the multi
authority ABE (MAABE) proposed by Chase et.al.
[4], where each authority governs a disjoint set of
attributes in distributive mannerAn independent
MA-ABE system is ran for each PUWhere there
are multiple AAs in each of them; while each PSD
(owner) runs theKP-ABE proposed In each PUD,
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there is no longea central authority (CA) and any

up
the security othe system thanks to MABE.

coalition of to

For ciphertext length comparison, for our scheme the

break r u p &ceeds pdlicy 1 f@r eAch sPUD ais mestticted to

conjunctive form: Ppub := P1 ...” Pm,where each

Pi is a boolean "&dmdifseThceonsi ¢
However, in MAABE the access policies are )
number of ciphertext components related to the
enforced i n uand ths policisseater etPUIIseys,
s

yxed once the keys are distributed which is not
convenientfor owners to specify their own policies.
By our design, we show thaty kagreeingupon the
formats of the keypolicies and specifying which
attributes are requireid the ciphertext, the supported
some idegr

policy expressin s enj oy

from the encryptiospoint of view

V. Experimental Analysis

In this section, we raalyze the security of proposed
access control mechanismBirst, the GPSW and
MA-ABE schems are proven to be secure in J12
and respectively. Especially, the encrypted data is
conydent iaathorizedusersn Also, they are
both resistant to user do$ion, and MAABE is
furtherresistat to collusion among up to-R AAs in
one PUD. This implies thatrong privacy guarantee
yl e
write access enforcement, the emay property of

is achieved through
the hash chain ensurésat awriter can only obtain
write keys for the time period thdte is authorized

for.

Performance Analysis: The performance analysis is
summarized in Table. 3. We compare our solution
with that of [22] which uses GRBE, and a single
public authority isused. m isthe number of PUDs,
while Ni is the number of PAAs in th& PUD. Note
that, the key management complexity is in terms of

the number of interactions durinkpy distribution.

Apart from those, for eacbhwner, to change access
policies and enablemergency access, 2 additional
group elements (s and d) shall be locally stored for
encr ypt edis dguité Bmay. Mhe,

pfeoxri b[id 2] 6s

accesspolicy to that in our scheme; it is a lower

each
ees wlft

bound due to thdack of wildcard. Finally, the
computational overhead in our scheme is low, since
the decryptionoperation can be mostly delegated to

the server.

V. Conclusion

In this paper, we have proposed a novel framework
of access control to realizatientcentric privacy for
personal health records in cloud computing.
Corsidering partially trustworthy cloud servers, we
eangue thapphtientsrshall h&idl coatroldf theif ot h e

privacy through encrypting
ynegrained access. The framework addresges

unique challenges brought multiple PHR owners

and users, in that we greatly reduce the complexity of

key management when the number of owners and
users in the system is large. Wailize multi-
authority attributebased encryption to encrypt the

PHR data, sathat patients can allow access not only

by personal users, but also various usé@m
diderent public domains with déerent professional

rol and

€s, Qquadxliafionati ons
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