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Abstract: Now ad a yirdosmationextractionfrom webis the mainaspecin accessingervicesUserinterestedn

singlelogin with different resourcesand accessingprovidedservices.Due to this requirementraditionally we are

using Single-Sign-On solution for using different resources.Single SignOn solution is a popular technology

allowing usersto identify and authenticateonce and gain accesgo different resourcesn a distribued computing

environment.This has basically been achievedby implementinga secureexchangeof ssPINsbetweentrusted

identity providers.The appliedmodificationsandimprovementslo not harmthe securityand privacy preservation

capabilitiesof the Austrian elD basedauthenticatiorframework.At the sametime, the developedsolution satisfies

also the predefinedrequirementsfor scalability, transparencyand user centricity. There is no restriction in

providing services efficientlyn singlesign-on solution. We havea planto extendthe aboveprocesscanbe worked

in piloting phaseNo serverissueswerefacedin this phaseTo increasinghe securityconsiderationin resources is

the main advantageof our requirementWe are developingaboverequirenentin resolutionmanagemensystem.

The incorporation of gained experiencesof this piloting phaseand the integration of our solution in further

productiveapplications.

Index Terms: ResolutionDatabaseSystem Authentication Engine, SSO;identity managementprivacy, Austrian

citizencard, MOA-ID.

.  INTRODUCTION

Presentdays more number of usersare gained
protection information and resourcesfrom online
with different authentication resources services.
Single signon (SSO) is a property of acces
control of multiple related, but
independent softwargystems.With this property a
userlogs in once and gains accessto all systems
without being promptedto log in again at each of

them. ConverselySingle signoffis the propety

whereby a single action of signing out terminates
accessto multiple software systems.As different
applications and resources support different
authentication mechanisms, singlesignon has to
internally translateto and store different credentials
comparedto what is usedfor initial authentication.
we presenta securityarchitecturahatfills this gapby
enabling SSO between different administrative
sectorausingMOA-ID still asidentity provider(I1dP).
We achieve this by enhancingMOA-ID and by
transforming sectoralidentifiers using an additional
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attribute provider (Source PIN RegisterAuthority)
hostedby the AustrianDataProtectionCommission.

Secureandefficient decisionmakingprocesseareof
particular importance especially for small and
mediumsized enterprises. In  this context,
delocalizationof responsibledecision makersoften
leads to decision making processesrelying on
circular resolutions. Although circular resolutions
based on written consent are usually efficiently
manageabléor a limited numberof decisionmakers,
involving a potential large number of persons
inevitably complicategheseprocesse# practice.ln
this paper,a circular resolutiondatabasesystemthat

addressethis problemis introduced.

Figure 1: Single Signon services based data
delivery.
Our solution,which is basedon the Austrian

citizen card concept, makes use of qualified
electronic signaturesthat provide meansfor secure
authenticationof users as well as for electronic
signing of digital documets. By enhancingdecision
making processedn termsof security,usability, and
effectivenesswhile assuringauditing acceptability,
the presentedcircular resolution databasesystem
especiallycontributesto the future competitiveness

of smallandmediumsizedenterprises.
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.  BACKGROUND WORK

Singlesign-on exists andeneficialfor all webusers,
because it encouragesthem to use a single
authentication credentials in multiple domains.
Reduces the burden of maintaining multiple
authentication credentiad. Sectoral (different
domains) Identity Management(MOA-ID) has not
beenSingle Sign-On-capable.Single Sign-On usage
betweendifferent governmentalapplicationswhere
security and privacy for information accessedhas
utmostimportance existing systemsfails to keepup
theseparametergsecurity and privacy) due to their
inability to support Single Sign-On. So a better
systemis required that offers all the benefits of
Single Sign-On basedauthenticationyet preserving
securityandprivacy aspectacrosdifferentdomains.
UsesSingle Sign-On (SSO)basedarchitectureacross
different domains preservingecurity and privacy.
Terms a Single SignOn ID as MOA-ID for the
current application context. Sectoral Identity
Management (MOA-ID) is extended to be

trangormedto SingleSign-On-capable.
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Figure 2: Current Cross-SectorAuthentication.

Presentsa security architecturethat enables
Single SignOn between different governmental
applications using MOA-ID as identity provider
while meeting the requirementsfor sectoral data
privacy protectionat the sametime. Achievesthis by
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transforminguniquesectoralidentifiers of userswith
the help of an additional trusted attribute provider
implementedisingSSOprotocol.

. PROPOSEDAPPROACH

Provision of written consent can be cumbersome
Satisfying security requirementscan be difficult. So
the bettersystemis requiredfor doing piloting phase
in various resolution database management
applications.

Austrian Citizen-Card Concept

Citizen-cardis usedin Austriato authenticateitizens
over the Internet, e.g. in e-governmentprocesses.
Citizen-card conceptis basedon qualified electronic
signatures Citizernrcard conceptis usedto improve
the processingof circular resolutions Electronic

signingof resolutionsSecue userauthentication.
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Figure 3: SystemOverview.

SystemArchitecturecanbe achievedin resolutionof
piloting phasenotificationin providingservices.
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Figure 4: Resolution database management
system.

Data Maintenance:

System Administraton Engine User profile
administratiorlJserprivilegeadministration
Documentdministration

User Authentication:

Access Management Engine Controls access to
resourcesand functionality. Authentication Engine
Authenticateausersusingthe Citizen Card Basedon
functionalityprovidedbyanopensourceframework.

IV. SSOProtocol

The processhasfour main stepsfor doing individual
assurancef the securityin the network.We assume
that the useralreadybeensuccessfullyauthenticated
onceusing her/hercitizen card at MOA-ID (A). For
that, we enhancedMOA-ID in such a way that a
u s e radtlentication session i s nifmediately
discarded upon ticket devaluation by the online

application.
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