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Abstract: Two-tier sensor network architecture Hasen widely adopted because of the benefits of power and
storage saving for sensors as well as the efficiency of query procdssimg-tier sensor network storage node
serves as the intermediate tier between sensors and a sink for storing the data and for query pvéegssipgse
SafeQ protocol that prevents attackers from gaining information from both smremted data andink issued
gqueries.When the storage node misbehaves then the SafeQ allows to detecting the compressed storage node. For
preserving the privacy, theafeQ uses a novel technique to encode both datguenes such that a storage node
can correctly procs encodedueries over encoded data without knowing their vaMéspropose two schemes to
preserve integrity. They are a) one using Merkle hash trees b) new data structure called neighborhoddhehains
proposed schemes are to geneistiegrity verification information so thatsink can use this information to verify
whether the result of guery contains exactly the data items that satisfy the qioyeover, we propose an
optimized technique to improve the performance u8tapm filters to reducehe communication cost between
sensorsnd storage nodes.
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I INTRODUCTION

A wireless sensor network(WSN)consists of c. Query processing becomes more efficient
spatially distributedautonomousensordo monitor because the sink only communicates with
environmental or physical conditions like pressure, storage nodes for queries.

sound, temperature and so oh.hbs been widely

deployed for varied applications, like setting sensing, = As storage nodes store data receifen sensors
building safety moitoring, and earthquake prediction and serve as amportant role for answeringueries,
and so onWe consider a twiered sensor network they are more vulnerable to be compromised,
architecture in which storage nodes gather data from especiallyin a hostile environmenf.he storage node
nearbysensors and answer queries from the sink of  imposes the significant threats to a sensor network.

the network An intermediate tier between the sensors 1 The attackers may obtain sensitive data that
and the sink serves dhe storage node for processing has been stored in tiséorage node.
query and the storing dat&toragenodes bring three 1 The storage node may return the forged data
main benefits to sensor networks. for the query.
a. Sensors save power by sending all collected f This storage node may not include all data
data to their closest storage node instead of itemsthat satisfy the query.
sending them to the sink through long
routes We want to design a protocol that prevents attackers
b. Sensors can be memdigited because from gaining information from both senseollected
data are mainly stored on storage nodes. data sink issued queries, and allows the sindetect

compromisedstorage nodesvhen theymisbehave.
For Privacy, compromisinga storage node should not
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allow the attacker to obtain the sensitiméormation node thatcan be used by the sink to verify that the
that has been stored in the node. As well as the bucket is emptyWhen the sink wants to perform, a
gueries that the storage node has received,valhd range query it finds the smallest set of bucket IDs
receive. For Integrity, the sink needs to detect that contams the range in the quefffhe S&L scheme
whether a query result from a storage node includes has two main drawbacks inherited fraire bucket
forged data items or does not inclualethe data that partitioning technique.
satisfy the query.For solving the privacy and 1 The buckefpartitioning technique allows
integrity, there are two key challenges. compromised storage nodes to obtain a
U A storage node needs to correctly process reasonable estimation on the actual value of
encoded queries over encoded data without both data itemand queries.
knowing their actual values. 1 For multidimensional data as well as the
i A sink needs to verify that the result of a space consumption of storage nodes, the
query contains all the data items that satisfy power consumption of both sensors and
the queryand does not contain any forged storage nodes increases exponentially with
data. the number of dimensions due to the
SafeQ uses a novel technique to encode both data and exponential increase of the number of
queries such that a storage node can corrpoblgess buckets

encoded queries over encoded data without knowing
their actual values to preserve the integrity. We  The basic idea of their optimization is that each

proposewo schemes sensor uses a bit map to represent which buckets have
U  One using Merkle hash trees data and broadcasts its bit map to the nearby sensors.
U A new data structure called neighbornood An opti mi zed version of S&LO6:
chains scheme aiming to reduce the communicati@stc
We propose a solution to adapt SafeQ éwent between sensors and storage nodiee. sink verifies

driven sensor networks then a sensor submits data to query result integrity for a sensor by examining the
its nearby storage node only when a certain event it maps from its nearby sensors.
happens andhe event may occur infrequentlYDur

results show that the power and space savings of B. Privacy preservence in the databases
SafeQ over prior argrow exponentially with the
number of dimensions. SafeQ consun&4.9 times We have observed the proposedcket partitioning
less power for sensors and 76.8 times less pdover idea for queryingencrypted data in the database
storage nodes for treelimensional data. service model (DAS) where sensitive data are
outsourced to an untrusted servér.is used the
Il. RELATED WORK bucketpartitioning idea to investigate range queries
on numerical datalt cannot be used to solve our
A. Preserving the Integrity and Privacy in privacy problem becauset is too expensive for
WS NO s sensor networksHence, sensor to perfornO (zD)
encryption for each data submissidhat is the
In our scheme, we use buckertitioning idea for number of dimensions and is the domain sizeash
database privacyPrivacy and integritypreserving dimension.
range queries in WSNs have drawn peopleds attention
recently.The sizeof which is computed based on the C. Preserving integrity in the database

distribution of data values and the location of sensors.

A sensor collects data items from the environment  The Merkle hash trees have beersed for the
encrypts them together in each bucket and then sends authentication of data elements and they were used
each encrypted bucket along with its bucket ID to a  for verifying the integrity of database queriés.a
nearby stecage node.The bucket is empty, when databasesignature of theeachtuple by signing the
sensor sends an encoding number to a nearby storage concatenation of the digests of the tuple itsefivat
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as t he t upltedghborsMofeoveraur d
neighborhood chaining techniguseems similar to
the above signature aggregation and chaining
technique.For storing thecounting information for
multidimensional data such that this counting
information can be used for integrityerification
without leaking boundary informationThe result
requires each sensor to compute asend an
encrypted multidimensional CRT with approximately
n(logDY overhead to a storage node

D. Untrusted servers for Secure File System

Our aims to desigra systemwhere users can store
their files on an untrusted server atite server
cannot read the content of the fild$e files are not
able to process the query in the untrusted se@er.

main design goal for SafeQ processing queries in a

-2320-7884 (ONLINESN
ISSN2321:0257 (PRINT)

r domehby the sink or the base statifirst translates

the question

into multiple queries and

then

disseminates the queries to the corresponding storage
nodes.The query result is unified from thaultiple
storagenodes intahe final answer and sends it back
to the user.With loose synchronization and every
sensor collects data once piene intervalwe divide

time into fixed duration intervalsA Timeslot is
formed, fomthe starting time that all sensors ane th
sink agree upon every time intervalster a sensor
collects data fom times it sends the message that
contains a 3uple (, t, {d1----d.}). A range query
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privacy andintegrity-preserving ranges queries for
eventdriven sensonetworks

privacy-presrving manner at storage nodes. Symbol| Description
S A sensor with ID
M. PROBLEM STATEMENT K The secret key of sensqr s
t The sequence number of a tHm
As shown in the fig.1wo-tiered sensor networks as slot
illustrated dy----d, n 1-dimensional data items
D;----D, n zdimensional data items
= hh Three "magic" functions

SENSOR

W The prefix family ofx

S(|d,dz|) The minimum set of prefixe
converted fronjd, d,]
i A prefix numericalization function
HMAC An HMAC function with keyg
Sinkd QR A query result
VO An integrity verification object

STORAGE NODE
Data Data

SENSOR

SENSOR

Figure 1. Architecture of twetiered sensor networks.
There are three types of nodes considered in the two
tiered sensor network. Theye

a. Sensor

b. Storage node

c. Asink (Base Station)

Limited storage and the computation power for the

sensors, which are the inexpensive sensing device.
Storage nodes are powerful wireless devices that are
equipped with much more storage capacity and

computingpower than sensor$he contact of user is

TABLE I: SUMMARY OF NOTATION

We assume that the sensors and the sink are trusted
for a twotiered sensor networkihe sensors and the
storage nodes are compressed in the hostile
environment.The subsequent collected data thé
sensor will be known to the attacker and the
compromised sensor may send forged data to its
closest storage nod€ompromising a storage node
can cause much greater damage to the sensor network
than compromising a sensofhe data from one
sensorconstitute a small fraction of the collected data
of the whole sensor networlhe large quantity of
data stored on the node will be known to the attacker.
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A falsified resultcan be returned by the compressed
storage nodeformed by including forged data or
excluding legitimate datdn the twetier architecture
the fundament al Hoveo darh veem
design the storage scheme and the query protocol in
a privacy and integritypreserving manne® A
satisfactory solution to this problem should mnet
following two requirements.

1. Data and query privacy
Data privacy means that a storage node cannot know
the actual values of sensor collected dala.
additiona) query privacy means that a storage node
cannot know the actual value of sink issued qserie

2. Data integrity
If a query result that a storage node sendfecsink
includes forged data or excludes legitimate dat.,
the query result is guaranteed to be detected by the
sink asinvalid.

V. PRIVACY & INTEGRITY
ONE-DIMENSIONAL DATA

FOR

Each sensor; €ncrypts data items di;,dn using its
secret key kand it isdenoted as k; ,---,(d))k; to
preserve privacyk is a shared secret key with the
sink. The key challenge is how a storage node
processes encrypted queries over encrypdada
without knowing their valuesThe values of data
items and range querigs prevent a storage node
from knowingthe valuesConsider sensor collected
data{l, 4, 5, 7, 9 and a sink issued query [3,6] in
Fig. 2.

Sensor (key g)
Dataitems:{,4,5,7,9}
Convert to ranges
[min,1],[1,4],[4,5],[5,71,[7,9],[9,max]
Prefix& HMAC
-hy(p[1,4]), hy(p[4.5]). he( P [ 5, 7]

Storage node  sink(key Q)
Query : [3,6]
3 Prefix & HM 6

hy(p(3)) hy(p(6))

Figure 2: SafeQPrivacy preserving scheme

The sensor first converts the collected data to ranges
[min,1], [1,4], ----, [9,max], where min and max
denote the lower and upper bound for all possible
data itemsThe sensoconverts each range [dj , dj+1]

to prefixesand isdenoted as p([dj , dj+1]), and then
apply HMAC to each prefix in p([dj , dj+1])The

-2320-7884 (ONLINESN
ISSN2321:0257 (PRINT)

sink performs queryirst converts 3 and 6 to prefixes
The querydenoted as p(3) and p(6) and then apply
HMAC to each pefix in p(3)and p(6) and denoted as
hgép(3p and my(p(6)JO1s consdguenkceiving query
hg(p(3)) and hg(p(6)) from the sink the storage node
checks which hg(p([dj , dj+1])) has common
elements with hg(p(3)) or hg(p(6)yhe query result
of [3,6] includes two data items 4 arfito find in the
storage nodeThe storage nodeends (4)ki and (5)ki
to the sink.
The query response from a storage node to the sink
consistof two parts:

a. The query result QR

It includes all the encrypted data items that

satisfy tle query

b. The verification object V O

It includes information for the dinto verify the

integrity of QR
Neighborhood chaining technique is presented to
preserve integrity of a query resufta storage node
excludes any data item that satisfies the qubey
sink can detect itassensor encrypts each item with
its left neighbor
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Figure 3: Example neighborhood chaiin WSN
As shown in the figure 3 the storage node, sink and
sensor shows the how the neighborhood chain is
formed.Figure4 shows theneightorhood chain with
the considered example.

(mini 1) (AT (A | (617 (719); (9Imax)y;

Range [3, 6]

- Query result
Figure 4: An example neighborhood chain
For the range query [3,@Indthe query result QR is
{(14)ki , (45)ki } and the verification object V O is
{(5[7)ki }. The items in QR and V Oadnot form a
neighborhood chain when th&nk can detect this
error.

Verification object
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V. PRIVACY AND INTEGRITY FOR
MULTI -DIMENSIONAL DATA

As in the single dimensional privacy technique, each
dimension in multdimensional is appliedSensor s
collects 5 twedimensionaldata items (1,11), (3,5),
(6,8), (7,1) and (9,4), it will apply the-dimensional
privacy preserving techniques to the first dimensional
values{1, 3, 6, 7,  and the second dimensional
values{1, 4, 5, 8, 11. To preserve the integritgf
multi-dimensioml datawe build a multidimensional
neighborhood chainFig.5 illustrates this chain the
two grey points denote the lower and upper bounds

1

UoISUaLLIP A

(0,07 X dimension
Figure 5: A 2-dimensional neighborhood chain
The dashed arrows illustrate the chain along the Y
dimensionandsolid arrows illustrate the chain along
the X dimension

VI. SAFEQ OPTIMIZATION

To reduce the communication cost between sensors
and storage nodes we present an optimization
technique based on Bloom filters. This cost can be
significant because of two reaso
1 A sensor needs to convert each range [dj ,
dj+1]
1 The sensor applies HMAC to each prefix
number that results in 128t string
Our basic idea is to use a Bloom filter to represent
HMACg (N(S[dO, d1])), é .,.HMACg (N(S[dn,
dn+1])).A sensor only needs send the Bloom filter
instead of the hashes to a storage n@imsider the
data items g é . . useda Bloom filter to represent

hg(p([min, d1])), hg(p([d1, d2]))e ...
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dn))), hg(p([dn,max])). Bloom filter is send instead

of the sensoof thehashes to a storage notlimber

of bits needed to represent the Bloom filter is much
smaller than that needed to represent the hashes.
Considerhg(p([4, 5]))Vv1} and hg(p([5, 7])%v2,

v3}. We can controlthe false positive rate by
adjusting Bloom filte parameters

VII. EVENT-DRIVEN NETWORKS QURIES

We have assumed that at each tste a sensor
sends to a storage node the data that it collected at
that timeslot. This assumption does not hold for
eventdriven networks that a sensor only reports data
to a storage node when a certain event happens. The
sink cannot verify whether a sensor collected data at
a timeslot when if we directly apply our solution.
We address the above challenge by sensors reporting
their idle period to storage node each time wthay
submit data after an idle period or when the idle
period is longer than a threshold. Hence, storage
nodes can use such idle period reported by sensors to
prove to the sink that a sensor did not submit any data
at any timeslot in that idle period.
Sersors: An idle periodfor a sensor is a timslot
interval [t1,t2] that indicates that the sensor has no
data to submit from t1 and t2. Ljetbe the threshold
of a sensor being idle without reporting to a storage
node.
Storage NodesWhen a storage node caives a
query from the sink then first it checks weather si has
submitted data at timslot.
Sink: Changes on the sink side are minimal.

VIII. SECURITY&COMPLEXITY
ANALYSIS

A protected twetiered sensor network compromising

a storage node does not allow thigaeker to obtain

the values of sensaollected data and sink issued
queriesin the SafeQA storage node only receives
encrypted data items and the secure hash values of
prefixes converted from the data items only in the
submission on the protocol. It isomputationally
infeasible to compute the actual values of sensor

hg(p([d (ﬁo*lerited datawithout knowing the keys usethe

corresponding prefixes in the encryption and secure
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