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Abstract: Data relaying is a crucial component in Mobile ad hoc networks (MANETSs) communications as they

experience restricted broadcaange resourcesand with no fixed infrastructure. Node collaboration is vital for
relaying and very few protocols in MANET support$peed and Security are the metrics to be considered while
initiating route discoveries during node collaborations. Prior approadbity to incorporate these metrics into
Source Routing Protocol (SRP), endairA protocol of MANETS, the challenge lieaiimaining these metrics until
the duration of the entire process of route discovery. So instead of protocol initiations we poogegelop ad
deploy a security framewordterived from modifiedendairAfor MANETS with respect to compos ability factors
like adversary models,communication medium, and payloadand secure sockets layer management. The
performance of this framework is helpful in aeling faster and secure route discoverikging communications
and a practical implementation of the proposed framework validatessuts.
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| INTRODUCTION

The Mobile Ad hoc Network (MANET) consists of
many mobile nodes with wireless communication
that can communicate with each other without any
physical infrastructure, so it is called as infrastructure
less network. The power exhaustion of some nodes
and the mobility nature of nodes cause frequent
topology changes. So the path between nodes or
group of nodes may change continuously.

The nodewhich want to transmit data packets, first
needs to discover the route to the destination using
route discovery process of different routing protocols.
There are two kinds of routing protocols, one is
reactive or ordemand routing protocol, and another
is proactive or tablariven routing protocol.
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Also the routing protocols are needed to be
protected from possible internal and external attacks
to avoid malicious or compromised nodes to be
involved in the route discovery process. The
malicious nodes cause in dropping of routing packets
without forwarding to destination, sending false route
information with expected QOS parameters and
discarding the data packets. The security may be
provided either using the traditional cryptographic
mechanims; such as digital signature and public key
encryption or we can provide reputation based
security. But both methods have its own pros and
cons.
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The cryptographic based secure routing requires a
key management service to keep track of key and
node binéhg. Traditionally the key management
service is based on a reputatiointhe entity called a
certificate authority (CA) to issue public key
certificate of every node. Also every intermediate
node needs to encrypt and decrypt the control packets
before fowarding it to the next hopeighbornodes
during route discovery phase which involves more
computational overhead.

In the reputation based secure routing, the
reputation of every node is calculated by considering
the knowledge, experience and recomméondaof
t hat parti cul arneighbordnedéss
based on a particul ar
behavior with its neighbor node. Every node
maintains the reputation value of its one hop
neighborin the reputation table. This reputation value
is a dyamic value. So we need to calculate the
reputation value periodically, and update the new
values with the old value in the reputation table.

Due to mobility nature, more computations
involved in the route discovery process and the
power constraint ofie nodes , a host may exhaust its
power or move away without giving any notice to its
cooperative nodes which causes network topology
changes. These changes may significantly degrade
the performance of the routing protocols. So the route
needs to be disceved with longest route lifetime
with less mobility nature. As the route consists of the
number of wireless links, the route lifetime depends
on the node life time and individual links lifetime.
The route discovery without considering the lifetime
of the oute leads to frequent route discovery and
computation overhead of nodes.

The multipath route discovery concept reduces
nodeos computational
multiple paths for a single route request. If a single
path fails, the alternate pathncdbe used without
reinitiating a new route discovery process. Thus the
security threats and dynamic topology of ad hoc
network nodes make the designing of the routing
protocol for MANET very difficult. This also results
in frequent path breaks and frequentite discovery
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and node computation overheads. So MANET
routing protocols should be designed without any
security threats and also the lifetime of the route,
reputation of the route need to be considered as the
routing metrics in order to reduce the nwanbf route
discovery processes and also to improve network
performance.

I RELATED WORK

2.1 Several route discovery algorithms have been
proposed in the literature (see, e.g., [1], [2], [3], [4],
[5]). These focus mainly on efficiency issues such as
scaldility with respect to network size, traffic load,
the adaptability to network

requirements. Some of the proposed routing
algorithms also address security issues (e.g., [6], [7],
[8], [9], [10], for a survey, see [11]), but their security
is restricted to rather weak adversary models. There
are several reasons for this, the most important one
being that it is hard to model a formal security
framework that captures all the basic security aspects
of a MANET. Several attempts have been made to
address the security of MANET route discovery more
robustly, the most recent one being introduced in a
series of papers by Buttya'n and Vajda [12] and Acs
et al. [13], [14], [15], [16]. In these works, the
authorsdevelop a formal idealization and simulation
framework that adapts ideas from the secure reactive
systemsapproach [17] and universally composable
security approach [18] to the realm of MANET
applications. One of the advantages of the new
approach which we will refer as the ABV modal

is that it highlights security issues related to
concurrent protocol executions. Indeed, the authors
of the ABV model prove that, within their model, the
routing algorithms SRP [3] and Ariadne [15] are
insecure and subject @ hidden channel attack. A

0 v e solnteraigithen prpposed in the form of @ novey route

discovery algorithm, named endadAhe name
reflects the fact that it applies security primitives in
the reverse order of the Ariadne prot@tend a
proof is also supplied fothe claim that endairA is
secure in the ABV model [15].
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2.2 Ariadne: ARIADNE [9],[10] (A Secure On
Demand Routing Protocol for Ad Hoc Networks) is
an ondemand secure adhoc routing protocol based
on DSR that withstands node compromise and relies
only on highly efficient symmetric cryptography.
ARIADNE guarantees that the target node of a route
discovery process can authenticate the initiator, that
the initiator can authenticate each intermediate node
on the path to the destination present in the RREP
message and that no intermediate node can remove a
previous node in the node list in the RREQ (Route
Request) or RREP (Route Replay).

Operation: As for the Secure Routing Protocol
(SRP), protocol ARIADNE needs some mechanism
to bootstrap authentic keysquired by the protocol.

In particular, each node needs a shared secret key
(KS, D) is the shared key between a source S and a
destination D with each node it communicates with at
a higher layer, an authentic TESLA key for each
node in the network and aaut henti c
Di scovery chaind el ement
this node will forward RREQ messages.

Features: (i) ARIADNE provides po#to-point
authentication of a routing message using a message
authentication code (MAC) and a shared key between
the two parties. (ii) For authentication of a broadcast
packet such as RREQ, ARIADNE uses the TESLA
broadcast authentication protocol. (iii) Selfish nodes
are not taken into account.

Strengths: (i) ARIADNE copes with attacks
performed by malicious nodethat modify and
fabricate routing information, with attacks using
impersonation and, in an advanced version, with the
wormhole attack. (ii) ARIADNE is protected also
from a flood of RREQ packets that could lead to the
cache poisoning attack. (iii) ARIADR is immune to
the wormhole attack only in its advanced version:
using an extension called TIK (TESLA with Instant
Key disclosure) that requires tight clock
synchronization between the nodes; it is possible to
detect anomalies caused by a wormhole based on
timing discrepancies.
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2.3 ABV Model: The ABV model is a security
framework proposed by Acs, Buttyan and Vajd@[
used to analyze edemand routing algorithms, SRP
and Ariadne and finds them insecure against hidden
channel attacks. ABV proposed to mergaulfy
neighbor nodes into a single node. So the neighbor
nodes of a faulty node on a route are not faulty.
Consequently, adversarial nodes are, by definition,
never adjacent in the ABV model. This is an arbitrary
restriction that greatly limits the scopéthe security
statements in the ABV model in their ability to
capture realistic security requirements.

Il PRELIMINARIES

EndairA Protocolinspiredand derived fronAriadne
with digital signatures, a routing protocisl designed
that can be proven to baasistically secure. The
protocol is called as endairA, which is the reverse of
Ariadne because instead of signing the route request,

fit R @rogosad thaintermediate nodes should sign the

rbuenepye ach node for which
The route request format of EndairA is,

Msg s 1, meq = (11€0,S,T,id, %€ € X;)

The route reply format of EndairA is,

Msgs 1meg=(11ep,S,T,id, Xé X,sigr, € . x)s i g

1sg) msg) msg3,
1 m 3
— — ) —

msgo

msgs msg4

Fig:1. EndairA Protocol Message

msgl=(rreq,0,3,id,())

msg2=(rreq,0,3,id,(1))

msg3=(rreq,0,3,id,(1,2)) msg4=(rrep,0,3,(1,2),(sig3))
sig3=sk3fep,0,3,id,(1,2),()}
msg5=(rrep,0,3,(1,2),(sig3,sig2))
sig2=sk3{rrep,0,3,(1,2),(sig3)}
msg6=(rrep,0,3,(1,2),(sig3,sig2,sigl))
sigl=ski1{rrep,0,3,(1,2),(sig3,sig2)}
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Each node maintains a flow tablwhich stores a
Each intermediate node also verifies that the digital ~ flow,p, a flow counter (flow) and the ID of the

signatures in the reply are validndh that they previous node from the data is received (BID). The
correspond to the following identifiers in the node list flow,p is theconcatenation of the source, destination
and to the target. If these verifications fail, thenthe | Dés of a particular flow and

reply is dropped. Otherwise, it is signed by the hop node, which has forward¢he packet (i.e. flow
intermediate node, and passed to the next node on the = Sp|BipDip). This strategies allows each node to
route towards the initiato When the initiator independently assign unique flow IDs and identify all
receives the route reply, it verifies if the first data flows travelling through or originating from
identifier in the route carried by the reply belongs to  them. The flowc stores the number of different
a neighbor. If so, then it verifies all the signatures in  unique data flows that pasisrough each node. This
the reply. If all these verifications are successful, then  includes the data flow in which the nodes act as an

the initistor accepts the route. intermediate node and the data flows that they
initiated. Note that the data flow tables maintain

An attack on EndairA:This is a hidden channel information about flows, which are considered as

attack that does not require eaft band resources. active. To do this, each nodedagtes its data flow

Consider an instance of endairA with source node S counter periodically using timeouts and also

and let, (S, A, X, B, A, D, T) be a sequence of reactively when a broken link is reported. Similarly,

identifiers of pairwise neighbonodes in which only new flows are added reactively, when a nodes

X;'Y are faulty. initiates or forwards a data packet which is recorded
in the flow table. The following algahms illustrate

In the attack, when the second faulty node Y  optimization required EndairA.

receives,
Algorithm
mse 1req(1req, S, T, id, A, X, B)
1. Flow Flow expiration time
It drops node B from the listing and transmits, 2. Flowp Flow ID for the data packet
3. Flow; The flow table
msgs rreq(rreq, S, T, id, A, X, Y) 4. Flow. Flow counter
5. Flow, Flow Update Flag
Eventually, the route request iwikach the target T, 6. Sp Source node ID
which will compute and send back a route reply. 7. Dp Destination node ID
Node Y will then receive from D, 8. Bp Previous forwarding node ID
9. Flowp = Sp|BipPip
msgs e (11€q,S, T, id, A, X, Y, D, sigr,sigp) 10. Found False A flag used to find Flow ID
11.foria O,i<Flow, i+ +
Now, Y can obviously attach its label and signature  12. if Flows [i]:Flowp = Flowp
to this reply and transmit to B the extendeplyebut 13. Found True
B will not retransmit it because B is not included in 14. break
the listing. However, suppose that Y had earlier  15.if Found = True
received a request from D to find a route linking it to 16. Set(Flow [i]:Flow,)
A. 17. else
18. Flow: [i]:Flowp & Flowp
IV Routing Discovery Frameworkusing modified 19. Flowr [i:Bp & Bp
EndairA 20. Set(Flow [i + 1]:Flow,)
21. Flow, + +

22. if Flow. >=1 & Flow,! = Active
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23. Flow, Active
24. Activate the FlowDeleteProactive function

V PERFORMANCE

Computational cost of the proposed protocol is
measired, separately, at source, intermediate and

target nodes,based on the number of energy intensive

operations involved during the route discovery
process. Here, based on the result @8],[ we
consider signature generation, verification and scalar
multiplication operations which are energy intensive.
Based on our performance analysis, we have
compared the computational overhead at source,
intermediate and target nodes for the proposed
protocol, with respect to Ariadne and EndairA and
the results are shown following graphs.
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Figure 5.1: Computational overhead at source node

Figure 52: Computational overhead at intermediate
node
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Figure5.3 Computational overhead at target node
VI CONCLUSION

We propose to develop a new security framework
customized for reactive route discovery protocols in
MANETs extended from EndairA protocol. This
framework is a formal security model that can deal
with route manipulation attacks at intermediaries and
is successful in mitigating a special class of hidden
channel attacks. These attacks are intrinsic nature
with respect to the wireless broadcast medium in a
adhoc network neighborhood. In the context of
mobility, which requires that route discovery take
place concurrently with data transmissions, extra
bandvidth is available to adversarial nodes that
should be nullified by faster updates about routes
during node collaboration. Handlingnonexistent
links is still an open issue that can be considered in a
future research.

VIl REFERENCES

[1] Mike Burmester andBreno de Medeiros, On the Security of
Route Discovery in MANETs, IEEE TRANSACTIONS ON
MOBILE COMPUTING, VOL. 8, NO. 9, SEPTEMBER 2009

[2] D. Johnson and D. Maltz, #ADynami
Wi reless Net wor ks, 0 Mobile Computin
Korth, eds., Kluwer Academic Publishers, 1996.

[ 3] P. Papadi mitratos and Z. Haas, A
Hoc Net wor ks, o Proc. SCS Comm. Net
Systems Modeling and Simulation Conf
[ 4] C. P @lockOnbemand fAidst ance Vector Rol
Proc. Military Comm. Conf . (MILCOM

networks, 1997.

48 | IIDCST


http://www.ijdcst.com/

