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Abstract 8 Dataowners are motivated to outsourcs i mi | ari tyo to quantitatively
their complex data management systems from logakasure. We first propose a basic idea for the MRSE
sites to the commercial public cloud for gredbasel on secure inner product computation, and then
flexibility and economic savings. But for protectinggive two significantlyimproved MRSE schemes to
data privacy, sensitive data have e encrypted achieve various stringeprivacy requirements in two
before outsourcing, which obsoletes traditional dathfferent threat models. To improve search experience
utilization based on plaintext keyword searéiver of the data search service, we further extinesetwo
since Qoud computing introduceddata owners are schemes to support more search semantics. Thorough
motivated to outsource their complex datanalysis investigating privacy and efficiency
management systemdrom local sites to the guarantees gfroposed schemes is given. Experiments
commercial public cloud for greaflexibilty and on the realworld data set further show proposed
economic savings. But for protecting data privacgchemes indeed introduce Iowoverhead on
sensitive data have to be encrypted beforeomputatiorand communication.

outsourcing, which obsoletes traditional data

utilization based on plaintext keyword search. Thukeywordsd Cloud computing, searchable encryption,
enabling an engpted cloud data search service is gfrivacy-preserving, keyword search, ranked search

paramount importance. Considering the large number
) ~_|. INTRODUCTION
of data users andlocuments in the cloud, it is

necessary to allow multiple keywords in the Searc%ervmg utilities on a service basis isand dreamed

request and return documents in the order of theffr'on of computing, where cloud customers can

relevance to thes keywords. Related works Or]remotely store theidata into the cloud so as to enjoy

searchable encryption focus on single keyword sear%ﬁ3 on-demand highyuality applications and services

or Boolean keyword searchnd rarely sort the :searchfrom a shared pool of configurable computing

results. In this paper, for the first time, we define argSources [2]. [3] ltgreat flexibility and economic

solve the challenging problem of privapyeserving savings are motivating bothindividuals and

multi-keyword ranked search over encrypted data fpterprises  to outsowctheir local complexdata

cloud computing (MRSE). We establish a set of Strigilanagement system into the cloud. To protiata

privacy requirements fosuch a secure cloud datrivacy and combat unsolicited accesses in the cloud

utilization system. Among various mukeyword and beyond, sensitive data, for examplemais,

semantics, we choose the efficient similarity measupgrsonahealth records, photo albums, tax documents,

oficonatte matching, 0 i. efipapcial ér%nsacljiiloap%aspd St N énﬁyef]save éosbe

possible, to capture the relevance of deteuments to encrypted by datawners before outsourcing to the

the search query. Wé ur t her use ﬁOP’W%ﬁCEa'rp“b”ﬁ FloéJ%]l;J tgist’ however, obsoletes
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the traditional data utilizationservice based onthe most relevant data. And each keyword in the
plaintext keyword search. The triviadolution of search request sble to help narrow down the search
downloading all the dat and decrypting locallys result furtheri Coor di nat e matchingo [ €
clearly impractical, due to the huge amount ahatches apossible, is an efficient similarity measure
bandwidth cost in cloud scale systems. Moreovaamong suchmulti-keyword semantics to refinthe
asidefrom eliminating the local storage managementesult relevanceand has been widelysed in the
storing data into the cloud serves no purpose unlepkintext information retrieval (IR) community.
they can beeasily searcte and utilized. Thus, However, how to apply it in the encrypted cloud data
exploring privacy preserving and effective search search system remains a very challenging task because
service over encryptedloud data is of paramountof inherent security and privacy obstaclesluding
importance. Considering th@otentially large number various strict requirements like ttdata privacy, the
of ondemand data users anduge amount of index privacy, the keyword privacy, anthny others
outsourced data documents in the claihés problem
is particularly challenging as it is extremadifficult
to meet also the requirements of performasgstem In the literatire, searchable encryption [ig] a helpful
usability, and scalability. technique that treaencrypted data as documents and
allows a user to securelgearch through a single
On the one hand, to meet the effective data retrie\ayword and retrieve documentsioferest. However,
need, the large amount of documents demand tlieect application of these approachestlie secure
cloud server to perform result relevance rankindarge scale cloud data utilization system woundd be
instead of returning undifferentiated results. Suchecessarily suitable, as they are developedrgsto
ranked searclsystem enables data users to find therimitives and camot accommodate such high
most relevant information quickly, rather than servicelevel requirements like system usability, user
burdensomely sortinghrough every match in thesearching experience, and easy information discovery.
content collection [5]. Ranked search can also Although some recent designs have been proposed to
elegantly eliminate unnecessary netwdrkffic by support Boolean keyword seard] ps an attempt to
sending back only the most relevant data, whgh enrich the searcfiexibility, they are still not adequate
highly desir akbyeuru § ed0 t ddeoprovitle aisers withacceptable result ranking
paradigm. For privacy protection, such rankingfunctionality (see Section 7). Owarly works have
operation, however, bBould not leak any keyword been aware of this problem, apcovide solutions to
related informationOn the other hand, to improve thehe secure ranked search oeecrypted data problem
search result accuracy a®ll as to enhance the usebut only for queries consisting od single keyword.
searching experience, it is alswcessary for suchHow to design an efficient encryptedita search
ranking system to support multipleeywords search, mechanism that supports mtk&yword semantics
as single keywal search often yields fapo coarse without privacy breaches still remains a challenging
results. As a common practice indicated tbyo d a wppErs problem.
web search engines (e.g., Google search), data users
may tend to provide a set of keywords instead of onlly this paper, for the first time, we definedasolve the

oneas the indicator of their search interest to retriey@oblem of multikeyword ranked search over
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encryptedcloud data (MRSE) while preserving strici
systemwise privacy in the cloud computing paradigm
Among variousmulti-keyword semantics, we choose
the efficient similarity measur e ofe
matching, 0O i . e. , pasgsble, na
capture the relevance of data documents ts#aech
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query. Specifically, werprg ¢ aArthitebrltedr thd Selréhlobel enéryptdl | a1 it

[6], i.e., the number of query keywords appearing in
document, to quantitatively evaluate susimilarity

measuref that document to the search query. Durin

the indexconstruction, each document is associated

with a binaryvector as a sulmdex where each bit
represents whether corresponding keyword is
contained in the document. Tisearch querys also
described as a binary vector where eaithmeans
whether corresponding keyword appears in $ieigrch

request, so the similarity could be exactly measbyed

doud data
g o .
1. For the first time, we explore the problem of multi

keywordranked search over encrypted cloud data,

and establish a sef strict privacy requirements

for such a secure cloud data utilization system.

We propose two MRSE schemes based on the
similarity measur e of

while meeting different privacy requirements in

the inner product of the query vector with the data

vector. However, directly outsourcirtge data vector

or the query vector will violate the index privacy or

the searchprivacy. To meet the challenge of

supporting such muklkeyword semantic without
privacy breaches, we propose basic idea for the
MRSE using secure inner prodwctmputation which
is adapted from a securenkarestneighbor (kNN
technigue and then give two significantlymproved
MRSE schemes in a stégy-step manner to achieve
various stringent privacy requiremerits two threat
models with increased attack capabilities.urO

contributions are summarized as follows:

two different threat models.

We investgate some further enhancements of our
ranked search mechanism to support more search

semantics and dynamic data operations.

Thorough analysis investigating privacy and
efficiency guarantees of the proposed schemes is
given,and experiments on the reabrld data set

further show the proposed schemes indeed
introduce low overhead on computation and

communication.

Compared with the preliminary version [1] of this
paper, this journal version proposes two new
mechanisms tsupport more search semantics. This
version also studiesthe support of data/index
dynamics in the mechanismesign. Moreover, we
improve the experimental works bwdding the

analysis and evaluation of two new schemes. In
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addition to these improvements, we add more analysis
onsecure innergduct and the privacy part. The c¢cloud server -busc ucroinosuisdoer e
in our model, which is consistent with related works

on cloudsecurity. Specifically, the cloud server acts in

Il. PROBLEM FORMULATION . . .
an fThonesto f as hi oallowsathed CoOrre

System Model designated protocol specification. However, it is

ficur i ousaind analyzeidatd (maluding index)
Considering a cloud data hosting service involvinﬁ;I its storage andnessage flows received during the
threedifferent entities, as illustrated in Fig. 1: the datSrotocol so as to learadditional information. Based

owner, thedata user, and the cloud server. The da(t)% what information thecloud serer knows. we

owner has ecollection of ata documents F to beconsider two threat models withifferent attack

outsourced to theloud server in the encrypted formcapabilities as follows.

C. To enable thesearching capability over C for

effective data utilization,the data owner, beforeKnOWn ciphertext model. In this model, the cloud

outsourcing, will first build arencrypted SearChableserver issupposed to only know encrypted data set C

index | from F, and then ¢sourceboth the index | and searchablmdex |, both of which are outsourced

and the encrypted document collectioricChe cloud from the daa owner.Known background model. In

server. To search the document collectiontfgiven this stronger model, the clowbrver is supposed to

keywords, an authorized user acquires a correspondm)%SeSS more knowledge than what baraccessed in

trapdoor T through search control mechanisms, fﬂ{e known ciphertext model. Such informatiaray

example, broadcasheryption [10]. Upon receiving T include the correlation relationship of given search

from a data user, the cloud server is responsible rté)quests (tradoors), as well as the data set related

search thendex | and return the corresponding set osftatistical information. As an instance of possible

encrypted documents. To improve the documen}:\ttacks in this casahe cloud server could use the

retrieval accuracythe search result should be rankeEnOWn trapdoor information combined  with

by the cloud s&er according to some ranking Cmer'adocument/keyword frequency  todeducefidentify

(e.g., coordinate matchingas will be introduced certain keywords in theuery.

shortly). Moreover, to reduce tm®@mmunication cost,
the data user may send an optionamber k along Design Goals
with the trapdoor T so that the cloud sergaly sends

back bpk documents that are most relevantthe To enable ranked search for effective utilization of

search query. Finallyhe access control mechanigsn outsourced cloud data under the aforementioned

employed to manage decryption capabilities given }ﬂodel, our system design should simultaneously

users and the data collection can be updated in terMSieve security andperformance guarantees as
of inserting new documents, updating EXiStin%llows

documents,and deleting existing documents.
1 Multi-keyword ranked searciT.o design search
Threat Model schemes which allow mukeyword query and

provide result similarity ranking for effective data
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retrieval, instead of returning undifferentiatedbverhead while increasinghé number of query
results. keywords. Therefore, our schemes cannot be
compromisedby timing-based side channel attacks
f Privacypreserving. To prevent the cloud servethat try todifferentiate certain queries based on their
from learning additional informatn from the query time.
data setand the index, and to meet privacy

requirementspecified
Il . RELATED WORK

1 Efficiency. Above goals on functionality and

privacy should be achieved with low

icati ; Single Keyword Searchable Encryption
communication andomputation overhead. g yw ypt

Query Traditional single keword searchable encryption
schemes [9], [10] wusually build an encrypted

. _ . s]gearchable index such that its contienthidden to the
Query execution in the cloud server consists 0

. . N server unless it is given appropriateapdoors
computing and ranking similarity scores for all 9 pprop P

documents in the dataet. The computation of generated via secret key(s) [4]. It is first studiad

L . . Song et al. [7] in the ysnmetric key setting, and
similarity scores for the whole dateollection is 9 (71 yan ! y g

O(mn) in MRSE_I and MRSE_|_TF, and the

computation increases ta(@n+U)) in MRSE._ Il and givenin Goh [8], Chang et al. [9], and Curtmola et al.
is [10]. Our early work$12] solve secure ranked

MRSE_II_TF. Fig. 6 sbws the query time i _ -
dominated bythe number of documents in the data Sléteyword searctwhich utilizes keyword frequency to

while the numbenf keywords in the query has veryrank results insteadbf returning undifferentiated

. . - . results. However, they onl orts single keyword
slight impact on it likehe cost of trapdoor generation ! Wev y onisupp g yw

search. In the public key settinBoneh et al. [11]

improvements and advanced security definitions are

above. The two schemes ihe known ciphertext
model as MRSE_I| and MRSE TF have very similar
qguery speed since they have the salineensionality

present the first searchable encryptioonstruction,
where anyone with public key can write tioe data

C . . . stored on server buwinly authorized users witbrivate
which is the major factor deciding thmmputation y r

cost in the query. The query speed differebetveen key can search. Public key solutions are usuaghy

MRSE. | and MRSE._|_TF or between MRSE I ar]8omputat|onally expensive however. Furthermdine,

MRSE_Il_TF is also caused by toémensionality of keyword privacy could not be protected in the public

. key setting since server could encrypt any keyword
data vector and query vector. With respect to the y 9 yp y Keyw

L . . with public key and then use the received trapdoor to
communicatiorcost in Query, the size of the trapdoor P y P

is the same as that tife subindex listed in the Table evaluatethis ciphertext.

3, which keeps constagtven the same dictionary, no

. . Boolean Keyword Searchable Encryption
matter how many keywosdhre contained in a query. yw ypl

While the computation ancommunication cost in the

. . To enrich search functionalities, conjunctive keyword
query procedure is linear witthe number of query

keywords in other multipkkeyword search schemes,seamh over encrypted data héeen proposed. These

. schemes incur large overhead causkey their
our proposed schemes introducearly constant
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fundamental primitives, such as computatamst by graph containment query schemshich solves the
bilinear map, for example, or communicatioost by searchproblem with graph semantics.
secret sharing, for example, [7]. As a more general

search approach, predicate encryption schemes are
) ) IV.CONCLUSION
recently proposed to support both conjunctived

disjunctive search. Conjunctive keyword searclh this paper, for the first time we define and solve the

returnsit adr-h ot hi ng, 6 whi ch mpéoglﬁné Ofi {‘nulti%emory r?.n%eg usleaﬁcg over

those documentm which all the keywords specifiedencrypted cloud data, and establish a variety of

by the searchquery appear: disjunctive keywordprivacy requirements. Among various titkeyword

search returns undifferentiateesults, which mess it semantics, we choose the efficient similarity measure

returns every documenihat contains a subset of the’ f ficoordinate matching, o i.ce

specific keywords, even ontyne keyword of interest. possible, to effectively capture the relevance of

In short, none of existing Boole&eyword searchable outsourced documents to the query keywords, and use

encryption schemes support multifeywords ranked i nner product divelyievalaatei t y 0t

search over encrypted cloud data whilreserving such similarity measure. For meeting the challenge of

privacy as we propose to explore in this papéste supporting multikeyword semantic without privacy

that, inner product queries in predicate encrypticmeaCheS’ we propose a basic idea of MRSE using

only predicates whether two vectors are orthogonal greuranner product computation. Then, we give two

not, i.e., the inner product value is concealed exce'ﬁ?provedMRSE schemes to achieve iaars stringent

when itequals zero. Withoyproviding the capability privacy requirementsn two different threat models.

to compare concealed inner products, predicatgve also investigatsome further enhancements of our

encryption is notqualified for performing ranked ranked search mechanismgluding supporting more

search. Furthermore, most these schemes are builtSearCh semantics, i.e., TFIDF, and dynamic data

upon the expensive evaluationpairing operations on operations. Thorough analysisvestigating privacy

elliptic curves. Such inétiency disadvantage also and efficiency guarantees of proposschemes is

limits their practical performance wheaiteployed in given, and experiments on the rearid dataset

the cloud. Our early work [1] has been awarehig show our proposed schemes introduce low overhead

problem, and provides solutions to the mitiyword onboth computation and communication.
ranked search over encrypted data problem. In this

paper,we extend andmprove more technical details™ OUf future work, we will explore checking the

as comparedo [1]. We propose two new schemes tHltegrlty of the rank order in the search result

support more searckemantics which improve theassuminghe cloud server is untrusted.
search experience of th®IRSE scheme, and also
study the dynamic operation on tata set and indeX RererencES
which addresses some imfant yet practical [1] N. Cao, C. Wang, M. Li, K. Ren, and W. Lou,
considerations for the MRSE det\sign..On a differerrgltp ¢ | -RreseryingMulti-Keyword Ranked Search
front, the research on tdp retrieval in database over Encrypted IEEENFOCORata, 6 P
community is also loosely connected to our probIeer 829837, Apr, 2011.

Besides, Cao et. al. proposed a privpogserving
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