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Abstract: There are several approaches have been emerged for knowledge and data hiding in the recent years
mainly in the area of data security and data mining. In this paper, polynomial sanitization algorithm such as
Heuristic-Heuristic, Heuristic-Random, Random-Heuristic and Random-Random is implemented for hiding of
sequential and trajectory patterns. It is assumed that the data pattern has sequential structure. The sanitization
algorithm hides sensitive patterns in the database and replaces the hidden pattern by some character and creates a
new database with the hidden patterns. In this paper, the database with 273 sequential patterns and 100 trajectory
patterns are considered as a typical case study. The efficiency of these algorithms in term of computational time and
number of sensitive hidden patterns are compared and experimental results are presented. In the case of sequential
pattern hiding, it is shown that HR algorithm is much efficient compared to other algorithm in terms of
computational time and RR algorithm exhibits best results in terms of number of pattern hiding. The HH algorithm

is found to be best suited in the case of trajectory pattern hiding.
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I. INTRODUCTION

The level of security over database including
sequential data and context has become an important
issue. Most critical security vulnerabilities in data
applications are caused by inadequate manipulations
of input data strings [1]. To secure data against
knowledge discovery, sequential pattern mining
methods have been used to analyze the data and
classify patterns. Such patterns have been used to
implement  efficient systems that can be
recommended based on previously extracted patterns
which help in making predictions and to improve the
usability of the system [2]. The discovery of
sequential data patterns is helpful to various fields
such as Mobile Commerce (MC), Information
Service and Application Provider (ISAP) etc. Some
of the driving examples for sequential pattern mining
are Web usage where the records of webpage are
accessed, mobility data captured by mobile devices at
different points [3]. Mainly, mining user mobility
data can reveal interesting patterns that helps the
engineers and environmentalists in their choice. The
publishing of sequential data for data mining purpose
may lead to severe abuse of privacy. To address these
concerns knowledge hiding methods are necessary
[4]-[5]. There Methods conceal sensitive patterns that
can otherwise be mined from published data. The

problem is to find all sequential patterns with a user-
specified minimum support threshold, where the
support of a sequential pattern is the percentage of
data sequences that contain the pattern. But the
techniques applied over the sequential data by
coarsening and sanitization will yield the results in
approximate time when the size or cost of the
datasets is maximized.

1. EXISTING SYSTEM

Data mining provides the opportunity to extract
useful patterns from large databases, and first
indicated as a threat to database security. The
problem of knowledge hiding, where both the data
and the extracted knowledge have a sequential
structure. Pattern hiding refers to the activity of
concealing sensitive patterns holding in a database to
be published. If the data published as it is, the
sensitive patterns may be surfaced by means of data
mining techniques. Information hiding is usually
obtained by sanitizing the database in such a way that
the sensitive knowledge can no longer be inferred,
even the new database is changed as little as possible
[6].Various approaches for knowledge hiding
techniques appeared over the years, mainly in the
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