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Abstract: Privacypreserving data mining is the area of datiming that used to safeguard sensitive information
from unsanctionedlisclosure. Many of them have recognized the potentialue of these data as an information
source for making business decisioRsyvacypreservingdata publishing has seen rapid advances that have lead to
an increase in the capability to store and record personal data about consumers and individudtstiégimizacy

for the high dimensional database has become important apegbroblem of privacypreserving dataining has
become more important in recent years becausigeohcreasing ability to store personal data about uBeir&acy
preserving dta publishing (PPDP) provides methods and tools for publishing useful information while preserving
data privacyNumber of techniques such as randomization and kanonymity, bucketization, generlizati@eias
proposed inrecent years in order to perfornriyacy-preserving data miningRecent work has shown that
generalization loses considerable amount of information, especially fordimginsional dataln this paper, we
provide stateof-art methoddor privacy for the high dimensional databases, awdgomn effective method that can
be used for providing better data utility and can handle-tligtensional data.

I INTRODUCTION

In recent years, due to increase in ability to
store personal data about users and the increasing
sophistication of data mining algorithms to leverage
this information the problem of privagyreserving
data mining has become more important. No. of
anonymiation techniques have been researched in
order to perform privacpreserving data mining.
Data Mining which is sometimes also called as
Knowledge Discovery Data (KDD) is the process of
analyzing data from different perspectives and
summarizing it into udel information.

Data mining is used by many companies
with a strong consumer focus such as financial,
marketing organizationgjommunication and retail.
Extraction of hidden predictive information from
large databases is a powerful new technology with
great potential to help companies focus on the most
important information in their data warehouses. Most
of existing work is formulated in the following
context: Several organizations publish detailed data
(also called micro datg about individuals for
reseach or statistical purposes.

Sensitive personal information may be
disclosed in this process, due to the existence in the
data of quasidentifying attributes or simply quasi
identifiers (QID). An attacker can join the QID with
external information to reentify individual records.
Previous privacypreserving techniques focus on
anonym zingpersonal data that have a fixed schema
with a small number of dimensions.

The big challenge for companies today
particularly as email and the Internet make sharing
and distributing corporate information easier than
ever- is to strike the right balance between providing
workers with appropriate access and protecting
sensitive information as much as possible. As
companies continue to consolidate databases and
streamlire operations to maximize efficiency and the
protection of data from external threats, this uaed
role-based security model no longer complies with
fineteldnowo s e ¢nacdticges.y best
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a. Data Collection and Data Publishing

As shown in the fig.1 thetypical
scenario of the data collection and the data
publishing is viewed. In the phase of the data
collection, the data holder collects the data from
the records owner (likely consider Miller and
Jackson). Where as in the phase of the data
publishing, thedata holder releases the collected
data to a data miner or the public (i.e. Data
Recipient), who will then conduct data mining
on the published data.

=
= A

]

z ——l

a Data Recipient

=

(] -

<A

E Data Publisher

B | \ | |
S [mmer | acksow || auce || BB ]

Figure 1: Data collection and Data Publishing
b. Privacy-Preserving Data Publishing

In the most basic form of privaey
preserving data publishing (PPDP)}he data
holder has a table of the form: D (Explicit
Identifier, Quasi ldentifier, Sensitive Attributes,
non-Sensitive Attributes)

Explicit Identifier: It
information that exjicitly identifies
owners

Quasi Identifier: It is a set of attributes
that could potentially identify record owners

Sensitive Attributes: It consist of
sensitive persospecific information

Non-Sensitive Attributes: It contains
all attributes that @ not fall into the previous
three categories

containing
record

Most works assume that each record in the table
represents a distinct record owner.
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Figure.2: A Simple Model of PPDP

Il BACKGROUND

Two main Privacy preserving paradigms have been
established:
1 k-anonymity It prevents identification of
individual records in the data
1 I-diversity. It prevents the association of an
individual record with a sensitive attribute
value

K-anonymity:
The database is said to be-akonymous where
attributes are suppressed or geneeali until each
row is identical with at least-k other rows. K
Anonymity guarantees that the data released is
accurate. The Kanonymity proposal focuses on two
techniques in particular:

a. Generalization

b. Suppression

To protect respondents' identity whesteasing micro
data, data holders often remove or encrypt explicit
identifiers. Deidentifying data provide no guarantee
of anonymity. Released information often contains
other data that can be linked to publicly available
information to reidentify respodents and to infer
information that was not intended for release. K
anonymity demands that every tuple in the microdata
table released be indistinguishably related to no fewer
than k respondentsk-anonymity with protection
techniques that preserve thethifulness of the data.
One definition of privacy which has come a long way
in the public arena and is accepted today by both
legislators and corporations is that ohkonymity.
The guarantee given by-dnonymity is that no
information can be linked to gups of less than k
individuals.
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|- Diversity:

Consider we hava group of k different records that
all share a particular quasident i fi er .
enough, in that an attacker cannot identify the
individual based on the quasientifier. The
distribution of target values within a group is referred
to as vieglrsi tyo. There exi
of I-diversity techniques: generalization and
permutatiorbased. existing generalization method
would partition the data into disjoint groups of
transaction are well represented sensitive items, such
that each group contains sufficient records with |
distinct.

M. STATE-OF-THE-ART
TECHNOLOGIES

The stateof-the-art implementations of cloud
computing is presented. Technologies used for cloud
computing arelescribes here.

Architectural Design of Data Centre:

A data centeris a facility used to house computer
systems and associated components like
telecommunications and storage systems.

Key Design Areas

V Resilience - ensuring maximum uptime
without compromising on performance

V Availability - business continuity is
especially important

V Performance- the faster the better; in a
predictable manner

V Security - ensuring data separation and
controlled access to all Data centre
resources

V Effective architeture for data separatidna
common infrastructure that provides
facilities for networkbased backup and
efficient backend network access

V Predictable Failover for maximum service
availability.
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Figure 1: Data Centre Design

Distributed File Systenover Cloud:

We focused on Google File System that is a
proprietary distributed file system developed by
Google and specially designed to provide efficient
GFS is designed and optimized to run on data centers
to provide extremely high data throughpwsyvive
individual server failures and low latency.

Distributed Application Framework ove€louds:
MapReduce is a software framework introduced by
Google to support distributed computing on large
data set®n clusters of computeri. consists of one
Maser to which client applications submit
MapReduce jobsOpen source Hadoop MapReduce
projectisi nspi red by.Masieopgdhesod s
work out to available task nodes in the data centre
striving to keep the tasks as close to the data as
possible. Many oganizations are using Hadoop
MapReduce to run large data intensbegnputations.

V. VARIOUS ANONYMIZATION
TECHNIQUES

The main difference between the two anonymization
techniques lies in that bucketization does not
generalize the QI attributes.

Generalization:

Generalization is one of the commonly anonymized
approaches that replaces qddsintifier values with
values that are lespecific but semantically
consistent. All quastidentifier values in a group
would be generalized to the entire gooextent in the
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