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Abstract: The cloud computing plays a major role now a days. Due to the appealing features of the cloud
computing large amount of data have been stored in ckardhe protection of data privacy, this makes effective

data utilization a very challenging task. Sensitive data has to be endogbted outsourcing for protection of data
privacy. Although traditional searchable encrypteshemes allow users to securely skapver encrypted data
through keywords. Encrypted storage protects the data agkeigat access, yet important functionalgych as the

search on the data. Considerable amount of searchable encryption schemes have been proposed in the literature to
adhieve search over encrypted data without compromising the privacy. Almost all of them handle exact query
matching but not similarity matching; a crucial requirement for real world applications. We propose an efficient
scheme for similarity search over eyjated dataWe utilize a stat®f-the-artalgorithmfor fast near neighbor search

in high dimensional spaces called locality sensitive hasNifeggprovide a rigorous security definition and prove the
security of the proposed scheme under the prouiédidition to ensure the confidentiality of the sensitive déta.

provide a real world application of the proposed scheme and verifythmretical results with empirical
observations on a real datas&b clarify the properties of the proposed scheme, presented a real world
application of it. This application enables keyword search, which is tolerant to the typographical errors in both the
gueries and the data sourc®ée illustrated the performance of the proposed scheme with empirical analysis on a

real data.
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l. INTRODUCTION

Cloud Computing enables cloud customers
to remotely store their data into the cloud to enjoy the
onrdemand high quality applications arsrvices
from a shared pool of configurable computing
resources. The benefits brought by this new
computing model include but are not limited to:
avoidance of capital expenditure on hardware,
software, universal dataccess with independent
geographical lcations and relief of the burden for
storage managemeniCloud computing becomes
prevalent because it removes the burden of large
scale data management in a cost effective maioer.
mitigate the concerns sensitive data is usually
outsourced in encryptedorm, which prevents
unauthorized access.

Cloud services should enable efficient
search on the encrypted data to ensure the benefits of
a full-fledged clouecomputing environmensizable
amount of algorithms have been proposed to support
the task which & called searchable encryption
schemes. They enable selective retrieval of the data
from the cloud according to the existence of a
specified feature. It is more natural to perform
retrieval according to the similarity with the specified
feature instead ofhe existence of it. A query that
specifies a value for a particular feature and a
similarity metricto measure the relevance between
the query and the data itenThe goal is to retrieve
the items whose similarity against the specified query
is greaterthan a predetermined threshold under the
utilized metric. Some sophisticated cryptographic
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techniques enable similarity search over encrypted
data.

Data encryption makes effective data
utilization a very challenging task given that there
could be a largeamount of outsourced data files.
Data owners in CloudComputing may share their
outsourced data with large number of users. Cloud
Computing might want to only retrieveertain
specific data files they are interested in during a
givensession. Most populavays to do so is through
keywordbased search, and such allows users to
selectively retrieve files of interest and has been
widely applied in plaintext search scenarios.

Although traditional searchable encryption
schemes allow a user to securedgarch over
encrypted data through keywords without first
decrypting it. Traditional encryption schemes support
only conventionalBooleankeyword search without
capturing any relevance dhe files in the search
result. For each search request users without pre
knowledge of the encrypted cloud data have to go
through every retrieved file in order to find ones most
matching their interest. Lacking of effective
mechanisms to ensure the file retrieval accuracy is a
significant drawback of existing searchable
encrypton schemes in the context of Cloud
Computing. According to a recent survey, secure edit
distance computations require over two years to
compute similarity between two datasets of 1000
strings each, on a commodity server. The basic
building block of our sagre index is the statef the
art approximate near neighbor search algorithm in
high dimensional spaces called locality sensitive
hashing (LSH).

LSH is extensively used for fast similarity
search on plain data in information retrieval
community. It is criical to provide rigorous security
analysis of the scheme to ensure the confidentiality of
the sensitive data. We provide a strong security
definition and prove the security of the proposed
scheme under the provided definition.

Secure LSH Index: To utilize the appealing

properties of LSH in the context of the encrypted
data. We adapt the widely accepted adaptive
semantic security definition for searchable symmetric

encryption schemes and prove the security of the
proposed scheme under the adapi&fhition.

Fault Tolerant Keyword Search: We provide an
important application of the proposed scheme for
fault tolerant keyword search over encrypted data. A
fuzzy keyword set based scheme has been proposed
to handle the typographical errors in the ebar
gueries and the data sources.

Separation of Leaked Information: Almost all the
practical searchable encryption schemes leak some
information such as the identifiers of encrypted items
corresponding to the trapdoor of a search query.
Multi-server settig also enables an alternative
encryption scheme with lighter clients by transferring
more computational burden to the servers.

. RELATED WORK

Suppose Alice has a set of sensitive data that
she wants to outsource to a cloud server owned by
Bob. Data is sta@d in encrypted form due to the
confidentiality, on the remote server in such a way
that Bob cannot infer any useful information about
the data except for the one Alice allows to leak. It
permitted data users should be able to selectively
retrieve items fom the remote server. Server should
be able to search over encrypted data and return the
items that are most si mil
reasonable amount of time.

ar

Locality Sensitive Hashing

LSH is an approximation algorithm for near
neighbor seah in high dimensional spaces. The
basic idea of LSHs to use a set of hash functions to
map objects into severdduckets such that similar
objects share a bucket with higdrobability. The
result should contain almost all the items that are
close to thequery point and it should not contain
more than a reasonable amount of dissimilar items.
We can easily construct such locality sensitive
functions from a known family via simple
constructions. LSH maps objects into several buckets
such that similarobjects collide in some buckets
while dissimilar ones do netith high probability.
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Security Definition
Many secure index based protocols have

been proposed for searchable symmetric encryption
(SSE). It is used for finding exact matches
corresponding to a queand almost all practical SSE
schemes leak some information such as the search
and access patterns for efficiendye try to achieve
similarity SSE instead of a standard SSE. We extract
sub features from each feature via LSH. Number of
common components lye¢en distinct trapdoors may
leak relative similarity between them. Leakage for
multi-component trapdoors is captured by our new
definition called similarity pattern. Security
definitions that allow the leakage of only the search
and access patterns havebh@roposed in the context
of SSE. We adapt this definition for our similarity
SSE such that similarity pattern is leaked instead of
the search pattern

M. EXISTING SYSTEM

I n todayds data i
computing becomes prevalent because it removes the
burden of largescale data management in a cost
effective manner.Therefore, large amount of data
ranging from personal health records tmails are
increasinty outsourced into the cloud. At the same
time, transfer of sensitive data to-trasted cloud
servers leads to concerns about its privdeay: the
protection of data privacy, this makes effective data
utilization a very challenging task. Sensitive dae
to be encryptedbefore outsourcing for protection of
data privacy. Although traditional searchable
encryption schemes allow users to securely search
over encrypted datahrough keywords. Encrypted
storage protects the data agaiillstgal access, yet
important functionalitysuch as the search on the data.
Almost all of them handle exact query matching but
not similarity matching; a crucial requirement for real
world applications.The data is stored in encrypted
form due to confidentiality on the remoserver in
such a way that Bob cannot infer any useful
information about the data except for the one Alice
allows to leak.Server shoulde able to search over
encrypted data and return the items the¢ most

similar to the
of time. Similarity searchable symmetric encryption
schemecan easily be achieved by utilizing available
secure multiparty computation protocols which
enable distance calculatiorbetween encrypted
objects There are some disadvantages in the exjstin
system that listed below:
1 Transfer of sensitive data to-tnusted cloud
servers leads to concerns about its privacy
1 It does not provide more security and we get
the files from only exact name required.

V. PROPOSED SYSTEM

Considerable amount of searchabl
encryption schemes have been proposed in the
literature to achieve search over encrypted data
without compromising the privacy. Almost all of
them handle exact query matching but not similarity
matching; a crucial requirement for real world
applications.We propose an efficient scheme for
similarity search over encrypted date provide a

Nt en Siyofofis sEclrity dfiMtBiAd drove tHe lseRutitd of

the proposed scheme under the provided definition to
ensure the confidentiality of the sensitive datée
provide a real world application of the proposed
scheme and verify thetheoretical results with
empirical observations on a real dataSeai clarify

the properties of the proposed scheme, we presented
a real world application of it.We provide an
overview of our solution. To enable efficient
similarity search, Alice builds a secure index and
outsources it to the cloud server along with the
encrypted data items. Server performs search on the
index according to the queries of the data users
without learnirg anything about the data other than
what Alice allows an adversary to leaifraditional
encryption schemes support only conventional
Boolean keyword search without capturing any
relevance ofthe files in the search resufor each
search request usewgithout preknowledge of the
encrypted cloud data have to go through every
retrieved file in order to find ones most matching
their interest. Lacking of effective mechanisms to
ensure the file retrieval accuracy is a significant
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drawback of existing searahle encryption schemes
in the context of Cloud Computin@his application
enables keyword searcthat is tolerant to the
typographical errors in both the queries and the data
sources. Finally, we illustrated the performance of the
proposed scheme with @inical analysis on a real
data.

V. STATE-OF-THE-ART TECHNOLOGIES

The stateof-the-art implementations of cloud
computing is presented. Technologies used for cloud
computing are describes here.

Architectural Design of Data Centre:

A data centeris afacility used to house computer
systems and associated components like
telecommunications and storage systems. It includes
redundant data communicatioc@nnections, security
devices, redundant dpackup power supplies and
environmental controls.

Key Defgn Areas

a. Resilience - ensuring maximum uptime
without compromising on performance

b. Availability - business continuity is
especially important

c. Performance- the faster the better; in a
predictable manner

d. Security - ensuring data separation and
controlled acess to all Data centre resources

e. Effective architecture for data separatioa
common infrastructure that provides
facilities for networkbased backup and
efficient backend network access

f. Predictable Failover for maximum service
availability

Figure 1: Data Centre Design

Distributed File System over Cloud:

We focused on Google File System that is a
proprietary distributed file system developed by
Google and specially designed to provide efficient,
reliable access to data using large clusters of
commodity servers. GFS is designed and optimized
to run on data centers to provide extremely high data
throughputs, survive individual server failures and
low latency. The open source Hadoop Distributed
File System stores large files across multiple
machires.

Distributed Application Framework ove€louds:
MapReduce is a software framework introduced by
Google to support distributed computing on large
data setson clusters of computers. MapReduce
consists of one Master to which client applications
submit M@Reduce jobs. Mastgrushes work out to
available task nodes in the data cergtgving to
keep the tasks as close to the data as possible. Open
source Hadoop MapReduce projectitspired by
Googl ebdbs wor k. Curread |l vy,
using Hadoop MpReduce to run large data intensive
computations.

VI. EXPERIMENTAL ANALYSIS

We investigated the success of our scheme
in the context of error aware keyword search,
although we would like to stress that the scheme can
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